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Part 1. Introduction 
 
Highly publicized payment card breaches affected millions of consumers in 2014. In the wake of 
these breaches, retailers, financial institutions, payment processors and credit card brands 
responsible for delivering these systems in the United States are facing more scrutiny than ever 
before and are meeting at a crossroads in the security conversation.  
 
The discussion will only get more intense with continued innovation in the field. The payments 
industry is undergoing a revolution led by emerging technologies including mobile payments and 
wallet technologies, virtual currencies and the deployment of chip and PIN technology. The 
potential benefit of these new technologies is significant, but it remains to be seen if security risks 
will prove to be a major barrier to adoption. 
 
Ponemon Institute and Experian® Data Breach Resolution are pleased to present the findings of 
Data Security in the Evolving Payments Ecosystem. The study explores the impact of mega 
payments breaches on security and response, as well as the current levels of confidence in the 
security of emerging payments technologies. Organizations in this study had an average of three 
data breaches in the past 24 months involving an average of 8,000 customer records. 
 
New technologies bring promise and increased security concerns 
 
As shown in Figure 1, 68 percent of survey respondents say pressure to migrate to new payment 
systems puts customer data at risk. Respondents are most positive about EMV chip and PIN 
cards. Fifty-nine percent of respondents cite it as an important part of their organization’s 
payment strategy and 53 percent of respondents believe chip and PIN cards will decrease or 
significantly decrease the risk of a data breach. 
 
While some respondents doubt the ability of “chip and PIN” to address the current security issues 
with card payments, they also believe their companies face new threats posed by continued 
innovation in payment technologies. In fact, 59 percent of respondents expect data breach risk to 
increase through the use of mobile payments at point of sale in stores, and 54 percent believe 
near field communications technology will increase the risk of suffering a breach.  
 
While risk and security concerns loom, 
large and new technologies are being 
deployed because they offer vastly 
improved customer convenience. 
Throughout our study, we found a large 
percentage of companies are likely to 
keep moving forward with deployment of 
new technologies despite concerns about 
security. More than half of respondents 
say customer convenience was a higher 
priority to their organization than security.  
 
Confidence in responding to breaches 
 
In addition to concerns over the ability to 
secure the next generation of payments 
technologies, there is also uncertainty 
about the ability of breached companies to 
properly manage a security response. 
Throughout the industry, organizations continue to be deficient in governance and security 
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practices that could strengthen their data breach preparedness. Only 16 percent of respondents 
feel companies are very effective in breach response, which suggests much room for 
improvement in responding to the aftermath of a major incident. Left facing all these questions 
and the uncertainty of new technologies, the industry can agree on one thing: the need for action. 
 
Concerns lead to action 
 
While unprecedented threats and new security challenges may seem daunting, the payments 
industry is taking steps to respond and focus more on security. Companies are prioritizing 
customer needs in their security planning and investing time and resources in improving security. 
Sixty-nine percent of companies say media coverage of breaches, including those in the 
payments industry, over the past year caused their organizations to re-evaluate and prioritize 
security.  
 
It’s receiving much more attention at the highest levels of organizations with 67 percent of 
respondents noting their C-level executives are more supportive of enhanced security measures 
to protect payment information. Forty-five percent of respondents said they were increasing their 
budget and 54 percent are investing in new technologies. 
 
Along with improving security, companies also recognize their responsibility and the importance 
of protecting their customers after an incident occurs and improving incident response planning. A 
majority of companies (61 percent) provide identity theft protection and fraud resolution services 
as a best practice. While 56 percent are re-evaluating and improving incident response planning 
for a breach, leading to greater communication and guidance to affected customers. 
 
Methodology 
 
The study surveyed 748 US-based individuals in IT and IT security, risk management, product 
development and others involved in the payments systems within their organizations. For 
purposes of this research, payments ecosystem refers to the collection of retailers, financial 
institutions, payment processors, credit card brands, regulators, consumers and other 
stakeholders who ensure the smooth flow of payments and other transactional information. 
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Part 2. Key findings 
 
In this section, we present an analysis of the key findings of this research. The complete audited 
findings are presented in the appendix of this report. We have organized the findings according to 
the following topics. 
 
 Security risks in new payment systems 
 Customer convenience vs. security in the new payments ecosystem 
 The risk of a data breach in new payment systems 
 
Security risks in new payment systems 
 
How did payment card companies respond to highly publicized data breaches? Sixty-nine 
percent of respondents say highly publicized data breaches did increase their awareness about 
securing their payment processes and systems.  
 
As shown in Figure 2, in response to these well-publicized breaches, most respondents (56 
percent) say one of the first steps their organization took was to assess the risks to the personal 
information in their systems. This was followed by investments in enabling technologies (53 
percent of respondents) and allocating more money for security (45 percent of respondents). 
 
Figure 2. How highly publicized breaches affected security practices in payment systems 
More than one response permitted 
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While 67 percent of respondents say these high profile breaches made their organization’s C-
level executives more supportive of enhanced security measures over payments, 49 percent of 
respondents are unsure, disagree or strongly disagree that the security of electronic payments is 
a top priority issue for their organization, as revealed in Figure 3. 
 
Figure 3. Organizations are conflicted over the importance of security in the new 
electronic payment systems  

 
The majority of respondents are not confident in the security of new payment systems. As 
discussed previously, 50 percent of respondents are not confident in the security of emerging 
payment systems.   
 
Figure 4. How confident are you in the security of new payment systems? 
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According to Figure 5, the greatest vulnerability is in online purchases (34 percent of 
respondents), point of sale (25 percent of respondents) or mobile payments. Forty-seven percent 
of respondents rate their security posture in dealing with these risks as only somewhat effective 
(25 percent of respondents) or not effective (22 percent of respondents).  
 
Figure 5. Where are the greatest security risks in the payments ecosystem? 

 
Payment card companies have a plethora of personal data elements that need to be 
protected. Password/PINs, credit card numbers and security numbers and debit card numbers 
and security codes are the most critical personal data elements to protect, as shown in Figure 6.  
 
Figure 6. Personal data elements most important to protect  
Three responses permitted 
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Who is responsible for security in the payments systems? The two stakeholders most 
responsible for ensuring the security of payments systems are banking institutions (45 percent of 
respondents) and credit card companies (40 percent) as shown in Figure 7. Only 21 percent of 
respondents say conventional or Internet retailers should be responsible for ensuring the security 
of payment systems. Payment technology providers are considered the least responsible. 
 
Figure 7. Which organizations are most responsible for ensuring the security of payments 
systems? 
Two responses permitted 

 
  

14% 

21% 

21% 

26% 

33% 

40% 

45% 

0% 5% 10% 15% 20% 25% 30% 35% 40% 45% 50%

Payment technology provider

Conventional retailer

Internet retailer

Payment processor

Regulators

Credit cards (brands)

Banking institution



 

Ponemon Institute© Research Report Page 7 

Who is most innovative? Two of the stakeholders responsible for ensuring the security of the 
payments systems are also considered the most innovative in developing new solutions in the 
payment systems. According to Figure 8, banking institutions are considered most innovative (50 
percent of respondents) followed by device manufacturers (43 percent of respondents), credit 
card companies (37 percent of respondents) and payment technology providers (36 percent of 
respondents).   
 
Figure 8. Most innovative in developing new payment system solutions  
Two responses permitted 

 
 
Collaboration among stakeholders is low. Fifty-six percent of respondents say collaboration 
among these stakeholders to achieve a high level of security in the emerging payment ecosystem 
is essential (21 percent of respondents) and very important (35 percent of respondents). 
Unfortunately, only 24 percent of respondents say the state of collaboration is very significant (12 
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Figure 9. What describes the current state of collaboration of these organizations?  
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Customer convenience vs. security in the new payment ecosystem 
 
Innovation in the payments ecosystem can increase the risk of a data breach. As new 
methods of payment systems are introduced, is it possible to fully understand the security risks 
they create?  
 
According to Figure 10, the most likely innovations to increase the risk of a data breach are: 
virtual currencies (65 percent of respondents), mobile payments in stores (59 percent of 
respondents), e-Wallets for retailers (58 percent of respondents), mobile payments on 
devices/apps (57 percent of respondents) and near field communications (54 percent of 
respondents).  
 
Very few respondents (33 percent) see digital identities to authenticate customers and chip and 
PIN cards as increasing the risk of a data breach.  Moreover, chip and PIN is considered an 
important part of an organization’s payments strategy, according to 59 percent of respondents 
(who strongly agree or agree).  
 
Figure 10. Innovations in the payments ecosystem increase risk of a data breach 
Significant increase and increase responses combined  
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Authentication risks and pressure to adopt new payment systems puts customer 
transactions at risk. Sixty-six percent strongly agree and agree that authentication risks make it 
difficult to implement new payment methods and 68 percent say the pressure to migrate to new 
payment systems can exacerbate the security risk, according to Figure 11.  
 
Figure 11. Do authentication risks make it difficult to implement payment methods? 
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Figure 12. Investment in convenience is more important than security 
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Figure 13 reveals the main reason personal information in these payment systems is at risk is 
due to the difficulty in stopping hackers or criminals from stealing payment card information (67 
percent of respondents) and there is a lack of resources to upgrade their systems (65 percent of 
respondents).  Thirty-nine percent of respondents say they do not have necessary technology to 
achieve security of payment card information.  
 
Figure 13. Why it is more challenging to secure payment card information?  
Two responses permitted 
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The risk of data breach in the new payment systems 
 
Who should be most responsible for protecting customers following a major payments 
breach? According to Figure 14, 75 percent of respondents say the company that lost customer 
information should do the most to protect lost customer information. Banks that issued the 
payment cards involved in the breach should also be involved, according to 69 percent of 
respondents.  
 
Figure 14. After a data breach, which organizations should be most responsible for 
protecting customer data 
Two responses permitted 

 
Following a data breach, most organizations represented in this research issued a new payment 
card (56 percent of respondents) followed by credit report monitoring (29 percent of respondents), 
as shown in Figure 15.  
 
Figure 15. Services provided following a breach incident  
More than one response permitted 

 

3% 

7% 

12% 

34% 

69% 

75% 

0% 10% 20% 30% 40% 50% 60% 70% 80%

Federal government

Law enforcement

Customers

Payment card brands (Visa, MasterCard, etc.)

Banks that issued the payment cards involved in
the breach

Company that lost customer information

38% 

11% 

13% 

22% 

24% 

29% 

56% 

0% 10% 20% 30% 40% 50% 60%

None of the above

Encouragement to place a fraud alert or freeze
on their credit report

Educational information on how consumers can
protect themselves

Not applicable because my organization has not
suffered a data breach

Fraud resolution services (that does not contain
credit monitoring)

Credit report monitoring

Issuance of a new payment card



 

Ponemon Institute© Research Report Page 12 

Can victims of payment card breaches protect themselves? According to Figure 16, only 35 
percent of respondents say they are confident that customers have the tools and resources to 
protect themselves following a data breach event that resulted in the loss or theft of their personal 
information. Forty-seven percent say their company worries that identity theft may affect 
customers when consumer protection services expire.  
 
Figure 16. How confident are you that customers can protect themselves when their 
personal information is lost or stolen? 
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How effective are organizations in responding to breaches involving payment card 
information? Sixty-one percent of respondents say companies are only somewhat effective or 
not effective in responding to breaches.  
 
The most negative consequences following a breach are loss of customer loyalty (69 percent), 
fraudulent charges on customers’ payment cards (55 percent) and direct costs to remediate the 
breach (51 percent).  
 
According to Figure 17, to preserve customer loyalty and reputation, 57 percent of respondents 
believe the cost of offering consumer protection services following a breach is worth the 
investment. Sixty-one percent believe it is a best practice to provide victims of a data breach with 
ID theft protection.  
 
Figure 17. Perceptions about consumer protection services 
Strongly agree and agree response combined 
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To prevent future payment card breaches, most organizations would increase training and 
awareness of employees. Sixty-five percent of respondents, possibly because of breaches due 
to negligent employees, say their organizations would invest in training and awareness programs 
(Figure 18). This is followed by a data breach response plan (56 percent of respondents) and the 
purchase of new security systems and technologies (55 percent of respondents).  
 
Figure 18. Steps taken to prevent future payment card breaches 
More than one response permitted 

 
  

36% 

29% 

31% 

44% 

55% 

56% 

65% 

0% 10% 20% 30% 40% 50% 60% 70%

None of the above

Participate in legislative and regulatory efforts to
improve industry standards and requirements

Research new technologies and procedures that
may strengthen the security of our payment…

Hire new or additional personnel to improve
security posture

Invest in new security systems and technologies

Improve or put in place a data breach response
plan

Increase training and awareness of employees



 

Ponemon Institute© Research Report Page 15 

Shareholder legal action and stock price declines following a data breach are not a 
concern for many organizations. According to Figure 19, 66 percent of respondents say legal 
action initiated by shareholders is only somewhat of a concern (26 percent of respondents) or no 
concern at all (40 percent of respondents). A decline in stock price as a result of a data breach is 
even less of a concern. Only 23 percent of respondents say their organization would be 
somewhat concerned and 35 percent of respondents say they are not concerned at all.  
 
Figure19. Do you worry about legal action or declines in stock price following a data 
breach? 
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Part 3. Methods 
 
The sampling frame is composed of 23,117 IT and IT security, risk management, product 
development and others involved in the payments systems within their organizations. As shown in 
Table 1, 836 respondents completed the survey. Screening removed 88 surveys. The final 
sample was 748 surveys (or a 3.2 percent response rate).  
 

Table 1. Sample response Freq Pct% 

Total sampling frame  23,117  100.0% 

Total returns  836  3.6% 

Rejected or screened surveys  88  0.4% 

Final sample  748  3.2% 

 
Pie Chart 1 reports the current position or organizational level of the respondents. More than half 
of respondents (69 percent) reported their current position as supervisory or above.  
 
Pie Chart 1. Current position or organizational level 
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seven percent of respondents identified the chief information officer as the person they report to. 
Another 11 percent indicated they report directly to the head of risk management followed by the 
head of product development (10 percent) and the CISO (10 percent).  
 

Pie Chart 2. Direct reporting channel  
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According to Pie Chart 3, more than half of the respondents (69 percent) are from organizations 
with a global headcount of less than 1,000 employees. 
 
Pie Chart 3. Worldwide headcount of the organization 
Extrapolated value = 9,366 
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Figure 19. Accepted methods of payment 
More than one response permitted 
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Part 4. Caveats 

There are inherent limitations to survey research that need to be carefully considered before 
drawing inferences from findings. The following items are specific limitations that are germane to 
most web-based surveys. 

Non-response bias: The current findings are based on a sample of survey returns. We sent 
surveys to a representative sample of individuals, resulting in a large number of usable returned 
responses. Despite non-response tests, it is always possible that individuals who did not 
participate are substantially different in terms of underlying beliefs from those who completed the 
instrument.  
 
Sampling-frame bias: The accuracy is based on contact information and the degree to which the 
list is representative of individuals who are IT and IT Security practitioners.  We also acknowledge 
that the results may be biased by external events such as media coverage. We also acknowledge 
bias caused by compensating subjects to complete this research within a holdout period.  
 
Self-reported results: The quality of survey research is based on the integrity of confidential 
responses received from subjects. While certain checks and balances can be incorporated into 
the survey process, there is always the possibility that a subject did not provide a truthful 
response.  
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Appendix: Detailed Survey Results 
 
The following tables provide the frequency or percentage frequency of responses to all survey 
questions contained in this study. All survey responses were captured in February 2015.  
 

Survey response Freq Pct% 

Total sampling frame  23,117  100.0% 

Total returns  836  3.6% 

Rejected & screened survey  88  0.4% 

Final sample  748  3.2% 

 
  S1. What best describes your organization’s role or function in the 

payments ecosystem? Freq Pct% 

Conventional retailer 161 22% 

Internet retailer 96 13% 

Banking institution 304 41% 

Credit cards (brands) 55 7% 

Payment processor 69 9% 

Payment technology provider 54 7% 

Other (please specify) 9 1% 

None of the above (Stop) 0 0% 

Total 748 100% 

 
  S2. Which of the following best describes your role in managing the 

payments system within your organization? Check all that apply. Freq Pct% 

Setting priorities 345 52% 

Managing budgets 378 57% 

Selecting vendors and contractors 338 51% 

Determining strategy 309 47% 

Ensuring compliance 277 42% 

Securing payment-related data 449 68% 

None of the above (Stop) 0 0% 

 
  Part 1: Data Breach Experience 

  
 

  Q1a. Did highly publicized data breaches affect your organization’s 
approach to securing its payment processes and systems? Pct% 

 Yes 69% 
 No 31% 
 Total 100% 
 

 
  Q1b. If yes, how did these breaches affect your organization’s 

approach to securing payment processes and systems? Pct% 
 Increased security budget 45% 
 Hired more security personnel 41% 
 Assessed the risks to personal information 56% 
 Invested in enabling technologies 53% 
 Increased training and awareness of employees 39% 
 Appointed a senior executive to lead security-related activities 27% 
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Q2a. How many security incidents or data breaches involving the loss 
or theft of customer data has your organization experienced over the 
past 24 months? Pct% 

 None (skip to Q3) 26% 
 1 to 2 32% 
 3 to 4 16% 
 5 to 6 10% 
 7 to 8 4% 
 9 to 10 4% 
 More than 10 8% 
 Total 100% 

 
 Q2b. How many customer records were affected by these security 

incidents and data breaches in the past 24 months? Pct% 

Less than 100 45% 

101 to 500 37% 

501 to 1,000 10% 

1,001 to 10,000 4% 

10,001 to 100,000 3% 

100,001 to 1,000,000 1% 

More than 1,000,000 0% 

Total 100% 

 
 Q3.  What best describes your level of knowledge in how identity 

thieves can combine different elements of information to create a fake 
identity to commit fraud?  Pct% 

Very knowledgeable 23% 

Knowledgeable 43% 

Somewhat knowledgeable 28% 

No knowledge 6% 

Total 100% 

 
 Q4. Following are recent innovations in the payments ecosystem. 

Please rate how each innovation will affect the risk of data breach? 

 Q4a. EMV and chip & PIN cards Pct% 

Significant increase 11% 

Increase 12% 

No change 24% 

Decrease 32% 

Significant decrease 21% 

Total 100% 

 
 Q4b. Mobile payments in stores Pct% 

Significant increase 26% 

Increase 33% 

No change 19% 

Decrease 17% 

Significant decrease 5% 

Total  100% 
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Q4c. Mobile payments on devices/apps Pct% 

Significant increase 22% 

Increase 35% 

No change 18% 

Decrease 19% 

Significant decrease 6% 

Total 100% 

 
 Q4d. e-Wallets for retailers Pct% 

Significant increase 25% 

Increase 33% 

No change 18% 

Decrease 16% 

Significant decrease 8% 

Total 100% 

 
 Q4e. Near field communications Pct% 

Significant increase 24% 

Increase 30% 

No change 22% 

Decrease 18% 

Significant decrease 6% 

Total 100% 

 
 Q4f. Virtual currencies Pct% 

Significant increase 33% 

Increase 32% 

No change 18% 

Decrease 11% 

Significant decrease 6% 

Total 100% 

 
 Q4g. Digital identity to authenticate customers (two-factor 

authentication) Pct% 

Significant increase 13% 

Increase 20% 

No change 16% 

Decrease 25% 

Significant decrease 26% 

Total 100% 

 
 Part 2. Attributions: Please rate the following statements using the 

scale provided below each item. 

 Q5a. The enhanced security of new payment methods outweighs the 
cost of implementation. Pct% 

Strongly agree 11% 

Agree 13% 

Unsure 21% 

Disagree 35% 

Strongly disagree 20% 

Total 100% 
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Q5b. The enhanced customer convenience of new payment methods 
outweigh the cost of implementation. Pct% 

Strongly agree 32% 

Agree 35% 

Unsure 16% 

Disagree 11% 

Strongly disagree 6% 

Total 100% 

 
 Q5c. Authentication risks make it difficult to implement new payment 

methods. Pct% 

Strongly agree 31% 

Agree 35% 

Unsure 19% 

Disagree 11% 

Strongly disagree 4% 

Total 100% 

 
 Q5d. The pressure to migrate to new payment systems puts the 

security of customer transactions at risk. Pct% 

Strongly agree 33% 

Agree 35% 

Unsure 18% 

Disagree 10% 

Strongly disagree 4% 

Total 100% 

 
 Q5e. EMV is an important part of our organization’s payments 

strategy. Pct% 

Strongly agree 23% 

Agree 36% 

Unsure 25% 

Disagree 10% 

Strongly disagree 6% 

Total 100% 

 
 Q5f. As a result of high profile data breaches, my organization’s C-

level executives are more supportive of enhanced security measures 
over payments. Pct% 

Strongly agree 35% 

Agree 32% 

Unsure 21% 

Disagree 9% 

Strongly disagree 3% 

Total 100% 
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Q5g. The security of electronic payments is a top priority issue for my 
organization.  Pct% 

Strongly agree 25% 

Agree 26% 

Unsure 23% 

Disagree 23% 

Strongly disagree 3% 

Total 100% 

 
 Part 3. General Questions 

 Q6a. Do you believe it is more challenging to secure payment card 
information than other personal identifiable information? Pct% 

Yes 64% 

No 36% 

Total 100% 

 
 Q6b. If yes, why is it more challenging? Please select the top two 

choices. Pct% 

We do not have the necessary technology to achieve security of 
payment card information 39% 

We do not have the resources to upgrade our systems 65% 

Consumers often do not check their payment cards for fraud 26% 

It is difficult to stop hackers or criminals from stealing payment card 
information 67% 

Other (please specify) 3% 

Total 200% 

 
 Q7. The following list contains 8 key stakeholders in the payments 

ecosystem. Please select the two stakeholders who you believe are 
most innovative in developing new solutions in the payments 
ecosystem? Pct% 

Conventional retailer 4% 

Internet retailer 22% 

Banking institution 50% 

Credit cards (brands) 37% 

Payment processor 4% 

Payment technology provider 36% 

Device manufacturers 43% 

Regulators 3% 

Other (please specify) 0% 

Total 200% 

 
 Q8. What one statement best describes your organization’s approach 

to developing new payments solutions and technologies? Pct% 

Customers’ convenience trumps security 53% 

Customers’ security trumps convenience 8% 

Both convenience and security are equally important 33% 

Cannot determine 6% 

Total 100% 
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Q9. How important is collaboration among the above-mentioned 
stakeholders to achieve a high level of security in the emerging 
payment ecosystem? Pct% 

Essential 21% 

Very important 35% 

Somewhat important 29% 

Not important 12% 

Irrelevant 3% 

Total 100% 

 
 Q10. In your opinion, what best describes the current state of 

collaboration among the above-mentioned stakeholders within your 
organization? Pct% 

Very significant 12% 

Significant 12% 

Some 26% 

Minimal 30% 

None 20% 

Total 100% 

 
 Q11. How confident are you in the security of new or emerging 

payment systems? Pct% 

Very confident 18% 

Confident 16% 

Somewhat confident 16% 

Not confident 36% 

Unsure 14% 

Total 100% 

 
 Q12. Where are you seeing the greatest security risk in the payments 

ecosystem? Please choose only one top choice. Pct% 

Point of sale (store sales) 25% 

Online purchases 34% 

Kiosk (self service) 16% 

Mobile payments 24% 

Conventional checking (ACH) 1% 

Other (please specify) 0% 

Total 100% 

 
 Q13. How would you rate your organization’s security posture (in 

terms of its effectiveness at mitigating or curtailing data breaches)? Pct% 

Very effective 22% 

Effective 31% 

Somewhat effective 25% 

Not effective 22% 

Total 100% 
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Part 4. Payment card data breach 

 Q14. Based on your experience, how effective are companies in 
responding to breaches involving payment card information?  Pct% 

Very effective 16% 

Effective 23% 

Somewhat effective 26% 

Not effective 35% 

Total 100% 

 
 Q15. What personal data elements are most important for a business 

to protect? Please select the top three Pct% 

Username 32% 

Email address 26% 

Password/PIN 68% 

Credit card and security number 63% 

Debit card number and security code 63% 

Bank account number 16% 

Social Security number 32% 

Other (please specify) 0% 

Total 300% 

 
 Q16. Please select the two stakeholders who you believe are most 

responsible for ensuring the security of payments systems? Pct% 

Conventional retailer 21% 

Internet retailer 21% 

Banking institution 45% 

Credit cards (brands) 40% 

Payment processor 26% 

Payment technology provider 14% 

Regulators 33% 

Other (please specify) 0% 

Total 200% 

 
 Q17. Following a major payments breach, which organizations should 

be most responsible for protecting customers? Please select the two 
organizations that should be most responsible. Pct% 

Company that lost customer information 75% 

Payment card brands (Visa, MasterCard, etc.) 34% 

Banks that issued the payment cards involved in the breach 69% 

Law enforcement 7% 

Federal government 3% 

Customers 12% 

Total 200% 
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Q18. What are the negative consequences following a breach your 
organization is most concerned about? Please check only two. Pct% 

Loss of reputation 43% 

Increase in cyber insurance premium 11% 

Loss of customer loyalty 69% 

PCI violations/fines 27% 

Lawsuits from companies affected by the breach 24% 

Direct costs to remediate the breach 51% 

Fraudulent charges on customers’ payment cards 55% 

Costs to upgrade or change payment security systems 20% 

Total 300% 

 
  Q19. Following a breach, how concerned are you about legal action 

from shareholders? Pct% 

Very concerned 15% 

Concerned 18% 

Somewhat concerned 26% 

Not concerned 40% 

NA – our company is not publicly traded 0 

Total 100% 

 
 Q20. Following a breach, how concerned are you about a decline in 

stock price? Pct% 

Very concerned 18% 

Concerned 23% 

Somewhat concerned 23% 

Not concerned 35% 

NA – our company is not publicly traded 0 

Total 100% 

 
  Q21. What services did your organization provide customers following 

a breach incident? Please select all that apply. Pct% 
 Educational information on how consumers can protect themselves 13% 
 Credit report monitoring 29% 
 Fraud resolution services (that does not contain credit monitoring 24% 
 Issuance of a new payment card) 56% 
 Encouragement to place a fraud alert or freeze on their credit report  11% 
 None of the above 38% 
 Not applicable because my organization has not suffered a data 

breach 22% 
 Total 193% 
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Q22. What steps are you taking to prevent future payment card 
breaches? Please check all that apply. Pct% 

 Invest in new security systems and technologies 55% 
 Research new technologies and procedures that may strengthen the 

security of our payment systems 31% 
 Improve or put in place a data breach response plan 56% 
 Hire new or additional personnel to improve security posture 44% 
 Increase training and awareness of employees 65% 
 Participate in legislative and regulatory efforts to improve industry 

standards and requirements 29% 
 None of the above 36% 
 Other 0% 
 Total 316% 
 

 
  Q23. How confident are you that customers have the tools and 

resources to protect themselves following a data breach event that 
resulted in the loss or theft of their personal information? Pct% 

 Very confident 12% 
 Confident 23% 
 Somewhat confident 30% 
 Not confident 35% 
 Total 100% 
 

 
  Q24. Following are attributions about consumer protection services. 

Please rate the following statements using the scale provided below 
each item. 

  Q24a. To preserve the reputation of my company, the cost of offering 
consumer protection services following a breach is worth the 
investment. Pct% 

 Strongly agree 24% 
 Agree 33% 
 Unsure 23% 
 Disagree 15% 
 Strongly disagree 5% 
 Total 100% 
 

 
  Q24b. Our company worries about how identity theft may affect 

customers when consumer protection services expire. Pct% 
 Strongly agree 19% 
 Agree 28% 
 Unsure 26% 
 Disagree 20% 
 Strongly disagree 7% 
 Total 100% 
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Q24c. Our company believes providing affected customers with ID 
theft protection is a best practice. Pct% 

 Strongly agree 29% 
 Agree 32% 
 Unsure 21% 
 Disagree 15% 
 Strongly disagree 3% 
 Total 100% 
 

 
  Part 5. Role & Organizational Characteristics 

  D1. What best describes your position or organizational level? Pct% 
 Executive/VP 5% 
 Director 21% 
 Manager 27% 
 Supervisor 16% 
 Associate/staff 22% 
 Consultant/contractor 5% 
 Other (please specify) 4% 
 Total 100% 
 

 
  D2. Check the primary person you or your supervisor reports to within 

your organization. Pct% 
 Business owner 3% 
 CEO/President 5% 
 Chief Financial Officer 3% 
 Chief Information Officer 27% 
 Compliance Officer 8% 
 Chief Privacy Officer 1% 
 Director of Internal Audit 2% 
 General Counsel 3% 
 Chief Technology Officer 8% 
 Head, Product Development 10% 
 Chief Security Officer 7% 
 Chief Information Security Officer  10% 
 Head, Risk Management 11% 
 Other (please specify) 2% 
 Total 100% 
 

 
  D3. Please check all the payment methods accepted by your 

organization. Pct% 
 Cash 100% 
 Check (ACH) 96% 
 Credit or debit card 99% 
 e-payments (such as PayPal) 89% 
 Mobile payments 46% 
 e-Wallet 32% 
 Virtual currency (such as Bitcoin) 9% 
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D4. What is the worldwide headcount of your organization? Pct% 
 < 250 14% 
 250 to 500 25% 
 501 to 1,000 30% 
 1,001 to 5,000  11% 
 5,001 to 25,000 8% 
 25,001 to 75,000 7% 
 > 75,000 5% 
 Total 100% 
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