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1. INTRODUCTION

1.1 WELCOME

THIS TRAINING GUIDE IS THE SOLE PROPERTY OF EXPERIAN INFORMATION SOLUTIONS AND MAY
NOT BE REPRODUCED OR TRANSMITTED IN ANY FORM OR BY ANY MEANS, ELECTRONIC OR
MECHANICAL, INCLUDING PHOTOCOPYING, RECORDING, OR OTHERWISE, WITHOUT THE PRIOR
WRITTEN PERMISSION OF INFORMATION SECURITY, EXPERIAN.

Welcome! Experian Information Technology division has implemented the Experian Web Access
Control System that allows for the delegated administration of Users. The Security Designate
role in this process is extremely critical, as you are the first point of contact and validation
outside of Experian. New and/or existing customers like you; hereafter referred to as a Security
Designate; will be validated and approved by Experian. You will be able to logon to the Experian
Web Access Control System to create and maintain your organization’s users.

1.2 FOREWORD

Experian recognizes that the Internet is at the core of our business model. As a public network,
the Internet provides a virtually limitless platform for any organization conducting business in a
global marketplace. Using such open, public network does expose Experian to risks, which must
be mitigated through secure processes and procedures. In conjunction, with secure process and
procedures, applications such as the one being implemented by Experian helps to build an
environment of trust between the end user and Experian

1.3 DEFINITIONS

This document contains references to the terms that are explained below.

No. Term Meaning
1 Access Control What users can access (resources) on a Web Server
2 Authentication How to prove a user’s identity
3. Authorization Which functions can a user perform within an application
4 Delegated Administration Which administrators can implement policy beyond the
central administration group
5. Entitlement Logon (EntLogon) Used by end-users of Experian’s Internet accessible
products to logon to Security Services prior to accessing a
product.
6. Intrusion Detection and Used to define an attack and what policies can be
Response implemented to respond to the intrusion
7. Experian Web Access Control Used to add, maintain and lock new Security Designates to
System (EWACS) the Security Services Application
8. Single Sign-On (SSO) Seamless access across Web servers, having one User ID
that grants access to multiple web-enabled products
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1.4 EXPERIAN WEB ACCESS CONTROL SYSTEM

The Experian Web Access Control System uses specially created on-boarding screens to create
and provision external users into the system. The Experian Web Access Control System is a
graphical user interface tool and is used by Experian’s Security Administration department. The
Experian Web Access Control System allows for delegated administration (while still allowing
Experian the ability to control security practices) without using the RSA Administrative Client.

1.5 OVERVIEW

Detailed screens-shots and descriptions of functionality will cover:
* Registration and Login
* Adding Subcode(s)

* End-User Creation
* User Administration
+ Entitlement Review
* Generate Reports

* Help

* Forgot Password

* Retrieve Account ID
* User Re-register

2. REGISTRATION AND LOGIN

EWACS incorporates embedded login to Experian’s Single Sign-On (SSO) services. User
accounts would be provisioned by a Help Desk Associate who shall enter and submit the
credentials for authentication.

2.1 FIRST-TIME LOGIN

Once Experian’s Security Administration team has granted the Security Designate access to
Experian Web Access Control System, the Security Designate must logon to the system via a
web browser by clicking on the link provided on the registration email.

The first-time logon refers to the first logon to the system. During this first logon, you will be
asked to update your User ID (optional), change your password, provide a shared secret and
answer, and finally validate your email address.

NOTE: The email address is critical to the operation and security of our system. All
communications of user credentials are sent to this email address. Use of a personal email
address is not acceptable.
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For the first-time login, users will click on a link provided via email:

Dear User,
Please access the following URL to complete the registration process:

https://ectst025v.aln.experian.com:8150/securecontrol/enrollUser.html?token=uDliviokkAOnKI4fv3bGP2 2je0cdLwggzoli28BDnaxfHDEVd Rsfw-
rivghgel2usglk H1DmyB-8RxeTRTjugpjiGYXxOWilvodlkOQxZ-LTVrcrSjpapOunex1rmElmtjgSqltOvyMSs5Sha2 pe06reDp4hTAY SiRoUt AXSA

A separate email with your user 1D was sent in a separate email and will be reguired to complete the activation process.

This link will allow you to:

* Activate your account
* Create a new password
* Select security questions

Please do not write your password or security questions/answers down on paper or share this data with your co-workers,

If you do not receive the user ID email, please call Experian's Technical Support Center at 800.854.7201 between the hours of 5:00 AM to 6:00 PM Pacific
(Monday - Friday) and 6:00 AM to 3 PM Pacific (Saturday - Sunday).

Thank you for using Experian.

*** Do not reply to this e-mail. =*=*

Figure 1 - Registration Link Emalil

Note: The registration link is only valid for the first 10 minutes after it is sent. A provision for re-
requesting the registration link is available if the 10 minute time-out has expired.

The first-time a user logs in a registration screen will be displayed (Figure 2), on this screen the
following task and options are presented and should be completed prior to using the account:

1. The user will have a one-time option to update the Account ID.

Note: This is optional depending on the organization’s line of products.

2. The user will have the option to update and confirm his/her email address (this is the
primary email that the EWACS system will use to send communications/notices to the
user).

3. The user will create a password (based on Experian password controls and
requirements).

The user will choose questions and provide answers for “In case you forget...” options.

5. The user will agree to the terms and conditions by acknowledging through the
checkbox, which once checked will provide a “Complete Registration” button.
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a, .
*experian.

Please update your account information

UszerlD temp.testd2

Email | |

Confirm Email | |

New Password

- must be @ minimum of & characters

Canfirm New l:l - must contain combination of upper and lowercase letters
Password - must contain a numeric character

For 2-Step Phone Authentication

Using 2-step authentication helps protect your account by requiring more than just a password to login. When you sign in with 2-step authentication, you will verify
your identity using both a password and a code that you receive on your phone.

Mote: Changes in phone contacts will be saved only when update profile button is clicked

Country Code Contact Number Contact Label

|+56 (CL)

In case you forget your credentials...

Question 1 IWhal iz the name of the first company you worked fur?

Question 2 |Whal is your paternal grandmothers first name?

Question 3 IWhat street does your best friend live on? (Enter full name of street only)

Question 4 |Wnatwas the name of your High School?

Question 5 |Wnatwas the last name of your favorite teacher in final year of high school?

Answer

Answer

Answer

Answer

Answer

Terms and conditions

a) | Agree NOT to disclose my password or shared secretto any other person.
b} | Agree NOT to order credit reports or other data from Experian's site exceptin the performance of your official duties for your company.

c) | agree that | will only use this website, and information obtained from this website, in accordance with the terms and conditions of the contract between my
organization and Experian

d) | Agree NOT to attempt to test the limits of access to the Experian information provided, or execute or use any function which is not directly related to the
performance of my specific job function.

e) | Agree to inform my security designate when my job function no longer requires access to Experian's systems
f) | Understand that | am responsible for fransactions which take place under the userid | am issued and understand that accounts may be monitored by Experian.

0) | have read, and understood the cookies information link and understand that this site and other Experian sites use cookies

O | have read, understood, and agree to the terms and conditions above.

Privacy| Legal terms| Cookies| Internet Security Guidelines

Figure 2 - First Time Registration Screen

Once registration is complete, the user will now use the Account ID and password selected to
authenticate to EWACS.
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2.2 STANDARD LOGIN
To logon to EWACS:
1. Access the EWACS website:
a. The initial login screen will be presented

b. At the prompt, enter User ID and Password and then click “Login” button.

o Experian Web A Control Syst
[} . Xperian Yveb Access Control system
s EXperian. :
. S S—
Login

» Forgot Password?

» Retrieve Account ID

» User Re-Register

Privacy Legal terms

Experian and the Experian marks herein ar

Figure 3 - EWACS User ID / Password Prompt (Login Screens)

Note: On this same screen the options for Forgotten Password Services, Retrieve User ID, and
Re-registration are available.

c. If the password is correctly entered and authenticated, the user will be granted

access.

3. USER AND GROUP FUNCTIONS

3.1 DASHBOARD

Upon successful login, a Security Designate is presented with the Dashboard screen:

8, User D¢ secdesiguser
(] . Language: | Select One ' (Security Designate)
[ ] experlan Region: us Name: Designate, Security
™ <

Company: EXPERIAN NA SIZA QA
Manage vour profile

Home Users Groups Reports Help Log Off &)
e — —
Create Grou == Create Report
osvame ] I B
L]
First Name: l:l ‘ == View Reports
Create User
Search

Tips: When creating a new user, itis recommended that you assign "IP Restrictions” to ensure that
(@ access to consumer data originates from within your company's approved IP addresses. This
feature is located on the "Restrictions” tab on the user set-up screen

Figure 4 - Security Designate Dashboard View
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https://ss6.experian.com/ewacs/login.jsp

The Dashboard contains quick links to commonly used functions such as Creating/Editing
Users, Creating Groups, and Reporting Functions.

Delegation occurs with the creation of Groups under your company which allow for subsets of
user administration and access control. Within the Group creation process; Sub-codes can be
assigned to determine the product access each user within a group will have access to.

Under each group; end users can be created and assign Subcodes that are available to that
group.

Note: The need to handle subcodes is optional and would depend on the organization’s line of
products.

3.2 USER PROFILE

1. Click the “Manage your profile” link to update your email address, password, and
security questions.

NOTE: You need to remember the current password if you want to change it. If you do
not remember it, you need to reset it by using the “Forgot Password” functionality
described in section 4.

[ ] :
® . . Language: | Select Ongl~ | Le=rl: (Security Designate)
[ ] experlon- Region: us Name: Security, Designate
. :

Company: EXPERIAN INFO SOLUTIONS
Manage vour profile

Home Users Groups. Reports Help ! og Off Pl } F

Figure 5 - Manage your profile link
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2. On the profile update page, you need to change the information on the fields you want

to update.

., .
!experIGnm Language :[ Select-One [ |
[

Log OQut

Please update your account information

UseriD e n

Email | \

Confirm Email | \

Current Password (required)

Current Password |:|

New Password

-must be a minimum of & characters

Confirm New I:l - must contain combination of upper and lowercase letters
Password - must contain a numeric character

In case you forget your credentials...

Question 1 [Whatis your bestfriends first name? [+]
Answer | |
Question 2 |Whatwas the nickname of your grandfather? B
Answer | |
Question 3 |Whatisy0ur paternal grandfather's first name? E‘
Answer | |
Question 4 |Whatisthe first name of your oldestniece? E‘
Answer | |

Question 5 |Whatisthe first name ofthe best man at your wedding?

Answer | |

Terms and conditions

a) | Agree NOT to disclose my password or shared secretto any other person
b) 1 Agree NOT to order credit reports or other data from Experian's site except in the performance of your official duties for your company.

c) | agree that| will only use this website, and information obtained from this website, in accordance with the terms and conditions of the contract between my
organization and Experian.

d) | Agree WOT fo attempt to test the limits of access to the Experian information provided, or execute or use any function which is not directly related to the
performance of my specific job function

@) | Agree to inform my security designate when my job function no longer requires access to Experian’s systems.
f) | Understand that| am responsible for transactions which take place underthe userid | am issued and understand that accounts may be monitored by Experian.

@) | have read, and understood the cookies information link and understand that this site and other Experian sites use cookies

= | have read, understood, and agree to the terms and conditions above.

Figure 6 - Profile update page.
3. To apply the update, you need to tic the checkbox as your agreement and then the
“Update Profile” button will show up.

| have read, understood, and agree to the terms and conditions above.

Figure 7 - Update Profile button
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4. Once clicked the “Update Profile” button, you will be redirected to a screen showing
your request has been successfully processed. After clicking the link to return to the
home page you would be redirected there. If you changed your password, you need to

login again using the new password.
s :
s experian.
.

Request has been processed successfully.

Profile update successfully completed.

Please click here to get back to home page.

Figure 8 - Success screen

3.3 CREATING A NEW GROUP

Groups are created to facilitate management of sets of users with different access capabilities.
All companies will have a “Top Group”. Smaller “sub” groups can be created in a nested fashion
and will inherit the parent groups’ capabilities. Any products assigned to a Parent group will be
made available to its child groups. Once a product is made available to a group, a designate of
that group will be able to grant themselves access to those groups.

To create a group, follow these steps:

1. Onthe home page, select the ‘Create Group’ option either under the Groups menu or under the
Users section on the dashboard:

secdesuser

] :
] o . Language: | Select Onel«| Lozl (Security Designate)
'.experlol I.“ Region:  US Hame: Security, Designate

Company: EXPERIAN INFO SOLUTIONS
Manage your profile

Home Users Groups Reports Help Log Off 5
Search Group
Create Grou == Create Report
[
Fratame [ ] ‘ == View Reports
Create User

Search

Tips: When creating a new user, it is recommended that you assign “IP Restrictions” to ensure that
@ access to consumer data originates from within your company’s approved IP addresses. This
feature is located on the "Restrictions” tab on the user set-up screen.

Figure 9 - Create Group
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2. A pop up message will appear. Here you can select under what Company you wish you to create the
new group. This group will be a subset of the company, but can also be a subset of another group
within the same company:

New Group Company Selection

Choosze where to create the new group

Company Name: (SHZCTTIERGD| -
Group Parent: ||—|T

ser under this group.

Country:

Figure 10 - Company / Group Selection

3. Populate the new group information as needed and click the create button:

., :
e . Language: | Select Ong Ji==un (Security Designate)
Sexperian. P e oty Oeenete

[ ] Company: EXPERIAN NA SIBA QA

Manage your profile

Home Users Groups Reports Help Log Off _!

b son EXPERIAN NA SIEA QA
Company Name: EXPERIAN NA SIBA QA

Group Parent: Developer Group
Group Name:
Country: USA -
Street Address1: l:l
Strestaddressz[ |

City/Town

Zip/Postal Code:

I

Comments:

Create Cancel

&+ required fiekds

Figure 11 - Group Information
NOTE: All group information can be entered into this area to help distinguish it in the

Company (and group) it will fall under.

4. After clicking the "Create" button, you will be shown a confirmation screen.

Confirmation

Group successfully created

Figure 12 - Confirmation Screen
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5. Click “OK” button, the system will present you a screen with the available products (SSO integrated
applications) for the group. Select the needed product and click “Next” button.

USET I LoSUBaR_SEGAUITI [ SECUT LY AU
Hame:  Securty, Johnny

Select a Product

Product Name # Description 4
Experian Credit B... Experian Credit
ewacs ewacs
S50 Petstore S30 Petstore
Test Product
Dummy Product

experian credi b.

Carcal

Figure 13 - Product Selection Screen

On the next screen please add the new Subcode and click the “Add” button and select the required
ID’s. If desired, add a Description for the Subcode.

Note: Subcode may not be required for all Experian products.

As=zign Product

Selected Product: Credit Solutions

Company Name: Test Bank
Group: Credit FW

Assigned Values for Subcode: Selected Properties for Subcode: |

Property Vale
999999 Test Bank Address 123 Test Bank Way

Description Test Bank

Subcode a Description

Product Options
check all uncheck all
Product Options:

[ address search

D Addrese Update

[ automotive Credit Profile

D Bullzeye

Figure 14 - Subcode Screen

7. Click the “Save” button.
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8. If more Subcode’s are needed (and available) please use the Product Assignment tab, click on the

“Assign Product” button and repeat step 5 as needed.

Group Information Product Assignment Group Attributes

Company Name: Test Bank
Company ID: 99999999
Group Name: Credit FW

Assigned Products

Product Name «

Custom Selutions

=
Assign Product

Description ¢
Custom Solutions: & X

Figure 15 - Assignment Tab

TIP: Alternate way of creating groups
Please note that you can also create a group by right clicking and selecting 'Add Group' function
in the left pane. The difference is that new group will be created under the selected group as a

parent group.
s :
. .experlan..

Home Users Groups

Companies (o]

~ s2a EXPERIAN INFO SOLUTIONS -
- B mye—
Cghq (RedGoup
. A AddUser
&

~ g SDSubGroup2

& hello, kitty (sdsgusero
- L =
B Tt e Wi

secdssuser
(Securty Designate)

Language: [ Select Ong[=] Yser!l:

Regiom:  US Hame: Securty, Designate
Company:  EXPERIAN INFO SOLUTIONS
Manage your profik
Report v Logon N

Search User

User D [ | Grouptame | ]

Lastame | | Roe [(Select One)

First Name [ | Product [(Select One)

Search Cancel

Figure 16 - Add Group Function

You need to provide all the necessary information related to the group as described on step 3

above.

s ;

. .e'xperlon.
Users

Home Groups

<]

~ 23 EXPERIAN INFO SOLUTIONS =
~ g iy Group)
~ g sDGroup
» g% sDSubgroupt
~ g SDSubGroup2
& nello, ity (sdsgusero| =
8 we pem o
- N
- e L
8 pre=— mmpey emer
By prmmy pp———
£ e e
& m ey rem_.
& " sreay Emseumi)
8 e PR A |
p-NETERRE T T e
p-QETERRE TH T FEEE -]
8 ek ey |

= e

secdssuser
(Security Designate)

Language: [Select One[=] Yseril:

Region:  US Name: Security, Designate
Company:  EXPERIAN INFO SOLUTIONS
Manage vour profie
Reports Help  Log O I Y
Group Information Product Assignment Restrictions Group Attributes

Company Name: EXPERIAN INFO SOLUTIONS
Group Parent: (My Group}

Group Hame:
Country. UsA [-]

Foeasee [
—

I

State/Province:
Zip/Postal Code:

Comments:

Create Cancel

& required fiekds

e T, s et e P N e

Figure 17 - Edit Group Information Screen
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3.4 CREATING A NEW USER

NOTE: Users for companies fall into two role types:

e Security Designates: can create and administer other users at the company they belong to.

e End Users: will have access to the company's applications.

1. Select the “Create User” option under the Users menu or the Users section in the main

pane.
.p i
sexperian.
.
Home Users Groups

Search User

User ID:

Search

Privacy

Legal terms | Cockies | Internet Security Guidelines

secdesuser
(Security Designate)

Language: [ Select Onel«| UserID:

Region: us Name: Security, Designate
Company: EXPERIAN INFO SOLUTIONS
Wanage your profile
Reports Help Log Off 5

—_—

Create Group

== Create Report

]
== View Reports

Tips: When creating a new user, itis recommended that you assign "IP Restrictions” to ensure that
@ access to consumer data originates from within your company's approved IP addresses. This
feature is located on the "Restrictions” tab on the user set-up screen.

xperian

T
o
I
I
w
m
]
o
m

Figure 18 - Create User

2. Select the desired group this user will belong to from the drop down box (if you need to

create a new group please refer to the Create new group section).

Note: Unless the user you are creating is a peer, (i.e. a Bureau Admin or Security Designate) they should be
placed into a selected group so that they will be able to inherit all of the Subcode assignments as needed from the

Group assignment.

New User Organization

Choose where to create the new user

Company Mame: |Test Bank
Group Name:  |Credit FW

Figure 19 - Group Selection
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3. Populate the user information section. The fields with the gear ( ) symbol are required
fields.

Uzer Informaticn

UserlD: |testbank_enduser1 | v Country: |L.|5.-'3'. | w7 |
e e —
LastName:  [Creditchecker 0 e s | |
First Name:  [Nancy /] CityTown:  [Fort Worth |
Role: |En,;| User | - | State/Province: |TE}{E|S | - |
Telephone: |‘123455?89EI | Zip/Poztal Code: |?EE|5E| |

Email will be u=zed for diztributing account infermation. Please insert uzer's unigue email address.

. - ks Retype Email
Email Address: mm e ' u Address: 1L .. l'|

[ ] Please select the checkbox if you would prefer to NOT =end the email to the newly created user.

Start Date: Jun 6§ 2012 End Date: | |

Comments:

Create Cancel

& required fields

Figure 20 - User Information Screen

Indications:

e The User ID must be 8 to 32 characters in length, should not contain any spaces, and
should be in lowercase.

e The email address will be used for all security communications. It is highly
recommended that each user has a unique email address to ensure that User ID and
password information is passed to the correct individual. No generic (or shared) email
addresses should be used.

e The Start/End Date determines the life time of the account (the end date can be left
blank if security policy permits).

e The "Role" drop down list box should be selected to specify if the user being created
requires the ability to create other users (a Bureau Administrator) or not (End User)

e Once you have created the User ID, the next step is to assign the user products and
their associated properties.

NOTE: Product properties vary depending on the product being selected. The sample used here may differ from the
properties shown for your product.
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4. After clicking the "Create" button, you will be shown a confirmation screen. Click “OK”.

Confirmation

Uzer succezzfully created

Figure 21 - User Confirmation Screen

5. The system will present you a screen with the option to Add Sub-codes. Click the
“Add...” button on the middle of the screen.

Assign Product

Selected Product: Credit Solutions
Company Name: Test Bank
Group: Credit FW

Subcode

Subcode & Description
No data

(the recuct REN 12 prosust optons)

Figure 22 - Product Selection Screen
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6. On the popup window enter the subcode to be added. Click “Add” button to verify the
new entry.

Add Subcode

Subcode: |399?55l

Figure 23 - Add Subcode Popup

7. On the next screen select the needed Subcode(s), the system will move them to the
assigned section automatically. Once you are done adding all the necessary subcodes,
click the “Save” button.

Note: Depending of the range of products available for you company, subcodes may not
be required.
Selected Product: Credit Solutions

Company Name: Test Bank
Group: Crede FW

Test Bank (Test Bank nformation)

(Th Produtt NeD A0 Broduct 05Lens )

Figure 24 - Subcode Assignment
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8. If more products are needed please use the Product Assignment tab, click on the
“Assign Product” button and repeat step 6 as needed.

Product Assignment Restrictions

UserlD: testbank_enduser? (T
Name: Creditchecker Nancy S e
Company Name: Test Bank

Company ID: 995999559
Group Name: Credit FW

Assigned Products

Product Name « Description ¢

Custom Selutions Custom Solutions &7 X

Figure 25 - Product Assignment Tab

9. Experian emphasizes the use of restrictions to ensure a secure usage of our systems.
We recommend the addition of Time of day access and IP filter to restrict the
unauthorized access. Please contact your network administrator to ensure accurate IP
address restriction.

Product Assignment Restrictions

UserlD: testbank_endusert

Name: Creditchecker Nancy
Company Name: Test Bank
Company ID: 99339939
Group Name: Credit FW

Select the days " "

and hours (CST) @ WeekDay O WeekEnd
CUIED B TEUE .| Mo Access |» Mo Access = Add
account can From: u To LI

access the Day Time # Action

product, or select No data

"No Access" to
restrict access.

Click for help @

IP Restriction

Enter the IP(g) or P | " " " | Add

IP Range from

which the named IP Address or Range Action
account can
access the
product. For P
blocks, use with
wildcard ™.

No data

Click for help @

Update Cancel

Figure 26 - Restrictions Tab
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TIP: Alternate way of creating users
If you have groups(s) already created, you can create a user after right click a selected group
node in the left pane. The difference is that you cannot change the group.

.. User 10: secdesuser
a H Language: ser (Security Designats)
*experian. - L e

. : Company:  EXPERIAN INFO SOLUTIONS

Manage your profie

Home Users Groups Reports Help Log Off _!

* sau EXPERIAN INFO SOLUTIONS ‘—‘

- g (My Group) : @  MOTE This user has besn created, but has NOT been assignsd any I restrictions. Plsas select the Restrictions

- g% 5DGroup tab and assign Restrictions to the user.
$ 5D Rremns
Q Edit Group ‘Okia Status:
v s f vser0 -
a8 oy Country: UsA
.
Company Name: EXPERIAN INFO SOLUTIONS
& wewm  (O8User pany Street
- e [ ]
e o R —
Role: o) -

S —

Email will be used for distributing account information. Please insert user's unique email address.
e
Address: —
[7] Piease select the checkbox if you would prefer to NOT send the email to the newly created user.

Start Date: [apr 24, 2017 &[T End Date: |:| i
Language

Email Address.

I

‘Comments:

Create Cancel

& required fiekds

Privacy | Legal terms | Cookies | Intemet Security Guidel

Figure 27 - Add User Function

3.5 SEARCHING EXISTING USERS

1. You can search for existing users(s) in the Search Users pane or Search User under the
'‘Users' menu.

., UserID: secdesuser
e . Language: (Securtty Designate}
® Sxperian. L[S — oo e
. ‘ Company:  EXPERIAN INFO SOLUTIONS

Manaqge your profile

Home Users Groups Reports Help Log Off _l

Create User

User ID:
Frsthame: [ | ‘
Create User

Search

ﬁ Create Group = Create Report

= View Reports

Tips: When creating a new user, itis recommended that you assign "IP Restrictions” to ensure that |
@ access to consumer data originates from within your company's approved IP addresses. This
feature is located on the "Restrictions” tab on the user set-up screen

Frivacy | Legal terms | Gookies | Internet Security

Figure 28 - Search Users

a. You can use any combination of criteria
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b. The usage of wildcard is allowed — using an asterisk(*) will search for any user
(e.g. if you specify a User ID of "testbank*", the system will display all the User
IDs that start with "testbank").

UseriD:  [testbank® |

Last Name: | |

First Name: | |

Search

Figure 29 - Search Users Pane
TIP: Another way of searching users:
Searching users under the “Users” menu provides additional criteria such as
group name, email address, role, and product.

., . i
[ . Language: | Select Onegl L=cnu: (Security Designate)
*experian. I O ey
[ ] Company: EXPERIAN NA SIEA QA

Manage your profile

Home Users Groups Reports Help Log Off _!

» 5ou EXPERIAN NA SIBA QA
N — =T =l
Pottane [ ] Powd [[SeleciOng] =

Search Cancel

Figure 30 - Search Users from Users > Search User

2. Results are displayed on the “User Search Results” pane.

User Search Results
UserID ¢ Last Mame ¢  First Name # City ¢ Company ID # Company Mame ¢ Group #
testbank_se...  Security Johnny 10000 Experian Company TOP
testbank_en... | Creditchecker  Sally Sydney 10199 Test Bank TOP:Credit Servi.
testbank_en... | Creditchecker MNancy Sydney 1015% Test Bank TOP:Credit Servi.
[%] I [#]
Edit User Search

Figure 31 - Search Results
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3.6 EDITING AN EXISTING USER

1. On the Search results screen (explained at the previous section) select the user that
needs to be updated and click the “Edit User” button.

User D #+ Last Name % Firzt Name % City # Company ID # Company Mame # Group #
testbank_se...  Security Johnny 10000 Experian Company TOP
testbank_en... | Creditchecker | Sally Sydney 10185 Test Bank TOP:Credit Servi..
testbank_en... | Creditchecker | Nancy Sydney 10159 Test Bank TOP.Credit Servi..

[i] 1l ] [i]
EditUser | | Search |

Figure 32 - Search Results

TIP: Alternative way of finding user(s):

You can find users to be edited in the left pane from fully expanded groups under a company. The pane will
be displayed once any function for Users or Groups has been selected. The 'Edit User' function will be showed
up along with other user functions upon right clicking on the selected user in the left pane.

™ sscdesuser

P . Language: [ Select One[=] UYserI: (Securty Designate)
® Sxperian. " =
. :

Company: EXPERIAN INFO SOLUTIONS
Manage your profile

Home Users Groups Reports Help Log Off _!

~ o& EXPERIAN INFO SOLUTIONS
- & o s S —
» g sDGroup

R

- A P s
-

—

- Lock User

Reset Password

8w g Move Usar
- ———l |
& B e
Gt pp——— |
Bt ——]
& = oTwre e
& == ovewrs meawe )
- L |
P R
- AR RS ST ER |
B i T e
B i Tl
& rown chmlis e T

Figure 33 - Edit User Function in the left Pane.
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2. The system will take you to the "User Information" page where you can edit applicable
user properties. Switching to the "Product Assignment” or "Restrictions" tabs would
allow to edit products, subcodes, and/or restriction settings respectively.

Product Assignment

User Information

@ MNOTE: This user has been created, but has NOT been assigned any Products. Please select the Product
i Assignment tab and assign Products to the user.

UserlD: testbank_enduser Last Access:

Company Name: Test Bank Status: ACTIVE

Group Name: Credit Services NSW Country:

Last Name: Creditchecker ) 2hzz [123 Anystreet |
e el 123 Anystreet

First Name: Sally e Street l:l
Address2:

we e O[]

Telephone: 1234567890 o = vaney

_ State/Province: [New South Wales | = |
Security Click for designat
Designates; ~ =lriordesignales Zip/Postal Code: [2000

Email will be used for distributing account information. Please insert user's unigue email address.

: fytiatuip SUF B
Email Address: I R :l' = | Address: @ T
Comments:
Update Lock Reset Password Clone User Cancel

& required fields

Figure 34 - User Information Page

Product Assignment

Restrictions

User Information

UserlD: testbank_enduser
Name: Creditchecker, Sally
Company Name: Test Bank
Company ID: 10199

Group Name: Credit Services NSW

Select the days

" "
and hours (CST) @ WeekDay O WeekEnd
ET TR ETE Mo Access v Mo Access |v Add
account can From [ ] To l ]
access the Day Time * Action
product, or select No data

"No Access" to
restrict access.

Click for help (@)

IP Restriction

Enter the IP(s} or
IP Range from
which the named
account can
access the
product. For IP
blocks, use with
wildcard "*.:

IP Address or Range Action

Ho data

Click for help @

Update Cancel

Figure 35 - User Restrictions
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3. Other actions are available by clicking on the additional buttons at the bottom of the

"User Information” tab:
*  “Lock” button to block the user from accessing the system.

™ . secdesuser
P . Language: [ Select One[=] UseriD: (Security Designate}
® Sxperian. N = e
= :

Company: EXPERIAN INFO SOLUTIONS
Manaqe your profile

Home Users Groups Reports Help Log Off _!

User Information Product Assignment Restrictions ‘00B Phone

+ 4o EXPERIAN INFO SOLUTIONS 3

- g iy Group) @  NOTE This user has besn created, but has NOT been assignsd any IPrestrictions. Please select the Restrictons.
+ g% SDGroup tab and assign Restrictions to the user. i

B T el e el
- e R L

Okta Status: STAGED

] UseriD: alfredotestd Last Access:

g m s ’”'}m_:; pany Name: EXPERIAN INFO SOLUTIONS. Status: ACTIVE

FrErsre up Name: My Grou
I e — » (1 rou) i erie  [-]
Qe e

Address1:
8 e el tham pase
B e o e Rok: Eavse 7] Addressz:
g — :. ::_ . Telephone: 1234567890 - City/Town
- I B g:“”“" Click for desionatas EEEDITES
ignates;  ClC-lordssionates

g e S L= Zip/Postal Code: [13425

(L R N

Email wil be used for distributing account information. Please insert user's unique email address.

- e
& s mma s e [ i) R oo
- R e SE P R fadress
B - et g e B Start Date: May 29, 2012 @ End Date: Dec 13, 2032 "
&

[ e =

& i e e T Password .. 29 2012 404:16 PH COT
< n b Expiry Date

tanguage:  [English -]

Comments:

Update Reset Password Clone User Cancel

@ required fiekls

Erivacy | Legal terms | Coghies | Internet Security

Figure 36 - Lock User Function
TIP: You can lock the user by clicking the “Lock” button in the “User Information”tab or using the “Lock

User” function by right clicking the user to be locked in the left pane expanding the tree under your
company.

= On the popup window, you need to choose the appropriate reason for locking the user
from the drop-down list.

Lock User

Pleaze =zelect the reazon for locking

Locked by Administratnr.
Locked by Administrator

User suspended
Lser reassigned

User left company

Figure 37 - Lock Options
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*  “Reset Password” button to send a password reset link to the user.

.' User ID: secdesuser
. H Language: . (Security Designate)
[ ] experlon‘ Region: us Name: Security, Designate
[ ] ' Company:  EXPERIAN INFO SOLUTIONS

Manage your profile

Home Users Groups Reports Help Log Off Y

usernomaton el oo

-

~ sou EXPERIAN INFO SOLUTIONS =

- gﬁ (My Group)} ® NOTE: This user has been created, but has NOT been assigned any IP restrictions. Please select the Restrictions
» g sDGroup tab and assign Restrictions to the user.

& "—— - =

& - . e Okta Status: STAGED
o e oo = o™

& UseriD: alfredotestd Last Access:
[ & RN AR =
2 = ] e “pany Name: EXPERIAN INFO SOLUTIONS Status: ACTIVE

FrETETey up Name: My Grou P
. .. i 2 S TR
8 =i e Reset Password ame s — izl

Address1:
8w pmmEn love User thame
izl sadasd
& - memey ooy | Role: End User al - Address2?:
i e |

ﬁ . Telphone: 1234567890 B CityTown:

T
& el ol o] SEC!J”W . Click for designates State/Province:
a . Designates: )

T PUETH PR Zip/Postal Code: (13425
& e e omvee )
& el T Email will be used for distributing account information. Please insert user's unique email address.
£ vEn EERed L e e Rf‘f’“’“_”‘a" ETEN T =T
£ e EE el B :
& e —— L. Start Date: May 29, 2012 5 End Date: Dec 13, 2032
St AN = B
Bl i e i i T Password

1l

May 29, 2012 4.04:16 PM CDT

4 Expiry Date:

tanguage:  [English -]

Comments:

Update Lock Reset Password Clone User Cancel

& required fiekds

Privacy | Legal terms | Codl

Figure 38 - Reset Password Functions

= A confirmation popup window appears. Click the “Reset Password” button to send a
password reset link to the user.

Reset Password

Confirm password reset

Reset Password [l Cancel |

Figure 39 - Reset Password Confirmation
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“Clone User” button used to create a new id with the same access as the one selected.

User Information Product Assignment Restrictions 00E Phone

: @ NOTE: This user has been created, but has NOT been assigned any IP restrictions. Please select the Restrictions
i talr and assign Restrictions to the user.

Okta Status: STAGED

UserlD: alfredotestd Last Access:
Company Name: EXPERIAN INFO SOLUTIONS Status: ACTIVE
Group Name:  (My Group) Country: [Chile [-]
y Address1:

First Name: (g | l

Street
Roke: End User T Addressz
Telephone:  [1234567890 City/Town:
SEC!JI'I‘W X Click for designates SEEAELES
Designates:

Zip/Postal Code: (13425

Email will be used for distributing account information. Please insert user's unique email address.

Emal Address: [aranar v psa iﬁ?riis:“" ST ——
Start Date: May 29,2012 & End Date: Dec13, 2032
Password | 29 2012 4:04-16 PM COT

Expiry Date:

tanguage:  [English  [~]

Comments:

Update Lock Reset Password Cancel

& required fields

Figure 40 - Clone User

Info: Once cloned the user would have the same company, group, and accesses but the rest of the
mandatory user information would need to be populated before being able to create the new user.

User Information Product Assignment Restrictions

@ NOTE: This user has been created, but has NOT been assigned any IP restrictions. Please select the Restrictions .
H tal and assign Restrictions to the user,

Okta Status: STAGED

Country: [chite [-]
Company Name: EXPERIAN INFO SOLUTIONS Strest
Group Name: (My Group) Addressi: asdads

Address2: saddsa

City/Town: adssad

Role: ™ | = |

Telephone: -

Email will be used for distributing account information. Please insert user's unique email address.
; X - Retype Email
crei Adiess oty

D Please select the checkbox if you would prefer to NOT send the email to the newly created user.

State/Province:

(il

Zip/Postal Code: [12345

Start Date: Apr 24, 2017 - End Date:

Language:  [English _ [+]

|

Comments:

Create Cancel

o+ required fields

Figure 41 - User Information Screen for Cloned User
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4. After all the changes are applied click the “Update” button to save the changes.

User Information Product Assignment Restrictions 008 Phone

@ NOTE: This user has been created, but has NOT been assigned any IP restrictions. Please select the Restrictions
tab and assign Restrictions to the user. H

Okta Status: STAGED

UseriD: alfredotestd Last Access:

Company Mame: EXPERIAN INFO SOLUTIONS Status: ACTIVE

Group Name:  (My Group) Country: [chile [-]
Last Nams: e il al Street

First Name: ol g i

Street
Role: End User HES Address2:
Telephone: 1234567890 o CityiTown:
SEC!JI'iT}f . Click for designates StatelProvince:
Designates:

Zip/Postal Code: [13425

Email will be used for distributing account information. Please insert user's uniqgue email address.
; s Ref Ermnail
Emai Addross: 230 Vi 40 40 =
Start Date: May 29, 2012 = End Date: Dec 13, 2032

Password
Expiry Date:

tanguage:  [English [+

|

May 28, 2012 4:04:16 PM COT

Comments:

Update Lock Reset Password Clone User Cancel

& required fields

Figure 42 - Update User Information

3.7 MOVING AN EXISTING USER

1. To move a user, select “Move User” under “Users” menu. This would bring up the
“Search User” screen.

8, User ID: secdesuser
e . Language: [ Select One[» ] : (Security Designate)
™ experlon Region:  US Name: Security, Designate
. ’ Company: EXPERIAN INFO SOLUTIONS
Manage your profile
Home Users Groups Reports Help Log Off a5

Create User

Search User

I
—_—

User ID:

v Create Group == Create Report
1

First Name: |:| ‘ == View Reports
Create User

Search

Tips: When creating a new user, it is recommended that you assign "IP Restrictions” to ensure that
@ access to consumer data originates from within your company's approved IP addresses. This
feature is located on the "Restrictions” tab on the user set-up screen.

Privacy

ademarks of Experian

Figure 43 - Move User Function
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2. You can use any field for searching users in the "Search User" panel on the main pane.
Click the “Search” button once the search criteria have been provided.

a, User ID: secdesuser
[ ] H Language: ' (Security Designate)
] experlon“ Region:  US Hame: Security, Designate
[ ' Company:  EXPERIAN INFO SOLUTIONS

Manage your profile

Home Users Groups Reports Help Log Off -

» s EXPERIAN INFO SOLUTIONS

P — N = B
R — T = B

e E—

Search Cancel
Figure 44 - Search User pane

3. Select the user you want to move in the search result by left clicking a row. Click the
“Move User” button to move the user or the “Search” button to initiate a new search.

User Search Results

User D = Last Name + | First Name # City # Company ID #+ Company Name % Group #
secdesuser Security Designate 2733 EXPERI&N INFO ... | (My Group}
secdesigtest | Security Designate 2733 EXPERIAN INFO ... | (My Group)

l [TI] 2
Move User Search

Figure 45 - User Search Results Pane
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4. The “Move User Info” page is displayed in the main pane. On the “Target Group” field
choose the group you want to move the user into and click the “Update” button.

Move User Info

UserlD: sdsguserone

Company Hame: EXPERIAN INFO SOLUTIONS LR iEREE

Current Group:  SDSubgroup1 Elates HEME
Target Group: || I - | oy L
Last Name:; (My Group} igssftzsst

First Name: SDGroup Street

Role: SDSubGroup2 Address?

Telephone: 1254563256 CityfTown:

Start Date: State/Province:

End Date: Zip/Postal Code:

Cancel

s required fields
Figure 46 - Move User Info Screen
5. A *“Confirmation Changes” popup appears reminding that all available product(s) and

product options in the current group will be removed. You need to update product(s) and
product options under the new group on a further step.

Confirm Changes

VWARNING: moving a user will remove all the uzer's
current products and product options.

Figure 47 - Confirm Changes Popup

After clicking the “Update” button, a “Confirmation” dialog would appear validating that
the user has been moved successfully.

Confirmation

User successfully moved

Figure 48 - Confirmation Popup
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6. The updated information will be shown. At this point you should switch to the “Product
Assignment” tab if you want to update product(s) and product options available under

the new group.
op i
. _experlon.
Home

Users Groups

Companies

<]

- :% EXPERIAN INFO SOLUTIONS
- gqa (My Group)

secdesuser
{Security Designate)

Language: [Select Ongl=] Userik:

Region: us Name: Security, Designate
Company: EXPERIAN INFO SOLUTIONS
Manage your profile
Reports Help Log Off -
-

User Information Product Assignment Restrictions ‘00B Phone

-

@ MNOTE: This user has been created, but has NOT been assigned any Products. Please select the Product
- é-} SDGroup Assignment tab and assign Products to the user.
v élSDSubgroupﬂ ¥ N o o :
r. £ @ NOTE: This user has been created, but has NOT been assigned any IP restrictions. Please select the Restrictions :
T 51 S05ubGroupa L H tab and assign Restrictions to the user.
P~ N S — Okta Status: ~ STAGED
J - Y et o Last Access:
oy ——— Company Name: EXPERIAN INFO SOLUTIONS P ST
G N SDSubG 2
8 rere pre— pr— Aenfs — Country: UsA [~]
& = e e Last Name: Strast
& = e First Name: adgesst: L]
&'I'II TR L Role. Street l:l
‘o
- — Enduser  o]~] Address2
5 e e —— Telephone: 1254563256 el City/Town: l:l
R - » .
& w——— - S e E T —
S—— S —
B ommi et m -
& e e ——— Email will be used for distributing account information. Please insert user's unique email address.
& = — Email Address: E Toali TarE ied‘é'rDEEm‘l E"" L'
B =y e —— ress:
& T e rawemm 7 = =
4 m § b Start Date: Apr24, 2017 e End Date: Dec13, 2032
Password April 24, 2017 2:47:38 P CDT
Expiry Date: = '

Figure 49 - Updated Group - User Information

TIP: You can also access the 'Move User' functionality by right-clicking the user node in the left
pane under your company.

secdesuser
(Security Designate)

.. i Language: | Select One|+ UserID:
sexperian.

Region: us Hame: Security, Designate
Company: EXPERLAN INFO SOLUTIONS
Manage vour profile
Home Users Groups Reports Help Log Off &)

-

Search Group

+ 2 EXPERIAN INFO SOLUTIONS
* g (My Group)
L] ggsDGruuu
& oy g e—
& WEE RN ISTEETR
L

Group Name

|

Search Cancel

Edit User
-

S Lock User

Y Reset Password

—
LS P |
Bl iy e
TR T
=1 P
Fuwmy p—————
= AT
ERT g T
RN
R e R
TR S
ok, o
[ 5 SR B

< [ 2

Cookies | Internet Security

bobbbbbbbbbbbb

AEERRERERELE
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Figure 50 - Move User Option - Left Pane
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3.8 SEARCHING GROUPS

1. To search for a group you can use “Search Group” function under “Groups” menu.

., User ID: secdesuser
] x . Language: | Select One ' (Security Designate)
[ ] e perlon‘ Region: us Name: Security, Designate
™ :

Company: EXPERIAN INFO SOLUTIONS
Manage your profile

Home Users Groups Reports ) Log Off

Create Group

Search Group
[ ]

Create Group == Create Report
L]
First Name: l:l ‘ == View Reports
Create User
Search

Tips: When creating a new user, itis recommended that you assign "IP Restrictions™ to ensure that
(@ access to consumer data originates from within your company’s approved IP addresses. This H
feature is located on the "Restrictions™ tab on the user set-up screen.

Privacy | Legal terms | Cocki Internet Security Guideli

Figure 51 - Search Group - Groups Menu

2. Enter the name criteria you want to look up.

Search Group
Group Name  |sd*

Search Cancel

Figure 52 - Search Group Panel

3. Group(s) search results are displayed in the main pane based on your search criteria.
You can select a group in the results and then click “Edit Group” button to enter the edit

screen or press the “Search” button to initiate another search.

Group Name % Group Description # Company Name # Group Hierarchy =
SDGroup EXPERIAN INF... | (My Group):SDGroup
SDSubgroupd EXPERIAN MF... | (My Group):SDGroup: SDSubgroup
SDSubGroup2 EXPERIAN IMF... | (My Group):SDGroup: SDSubGroup2
Edit Group Search

Figure 53 - Group Search Result
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TIP: If you know where the group is located you can browse to it on the "Companies" tree on the
left pane. By right clicking on the group you can access the group’s available actions

.. . . User 10 secdesuser
Region: |JS ’ (Securty Designate)
. exp er I O n " Hame: Seeurily, Designate
. Comipany: EXPERIAN INFO SOLUTIONS
Manage wvour profie
Home Users Groups Reports Help Log Off !
a
+ saw INTERNET SECURITY
= g (My Group) : Group Name
& a:} T Edit Group
v g @FTR=|  AddGroup search Cancel
v g I Tl AddUser
- Rl Move Group
———— a Famm

R T e m Jae PN NPV P W N

Figure 54 - Group Options - Left Pane

3.9 EDITING EXISTING GROUP

1. Once you find the desired group with either method mentioned on the "Search Existing
Group" section you can modify the group by:

a. Clicking “Edit Group” button on "Group Search Results".

Group Search Resulis

Group Name # Group Description # Company Name #

Group Hierarchy =
SDGroup EXPERIAN INF... | (My Group):SDGroup
S0Subgroup EXPERIAN INF... | (My Group):SDGroup:SDSubgroup
SDSubGroup2 EXPERIAN INF ...

(My Group):SDGroup:SOSubGroup2

Edit Group Search

Figure 55 - Edit Group Button - Search Group Result

Security Designate User Guide | Version 1.5 | Page 31



b. Selecting "Edit Group" on the right click context menu on the "Companies" tree.

secdesuser

[ ] .
o . Language: [Select Ong[=] Yseri: (Security Designate)
[ ] expe”cn - Region: us Name: Security, Designate
™ :

Company: EXPERIAN INFO SOLUTIONS
Manage your profile

Home Users Groups Reports Help Log Off )
Group Information Product Assignment Group Attributes
. of N EXPERIAN INFO SOLUTIONS
1L @ (My Group) ompany Name:

& 35 SDGroup gruupiaren.t zg:r‘u}uu .
- g s0subgrount roup Name: ubgroup

& helo, Edit Group Country: LUSA ﬂ

8 W Adduser stestaggressz[ |
-l ol ™

& e cymown: [ ]
B o w ™ e ol a —

e ——— ZpPostalCode: [ ]

-
~ saw EXPERIAN INFO SOLUTIONS —‘

Comments:

L e e e |
L FUULN e
e = T B Save Cancel

-
= —E—————_ & required fields

& =
I R e v SR P EL S
Figure 56 - Edit Group Function - Left Pane

PPPEhhEH
i
q
k
1

2. Provide the information you need to update in the screen and click the “Save” button.

Group Information Product Assignment Group Aftributes

Company Name: EXPERIAN INFO SOLUTIONS
Group Parent: (My Group}
Group Name:; SDGroup

Country: Usa I - |

Street Address1:

State/Province: | I - |

Comments:

Save Cancel

& required fields

Figure 57 - Group Information Update Screen

4. ENTITLEMENT REVIEW FUNCTIONALITY

Experian has implemented an annual attestation period that can be assigned to a company to
allow security designates to attest company users’ access.
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4.1 Accessing the entitlement review page

If a security designates company has an active entitlement review in progress, there will be an
additional menu item at the end of the Users menu named “Entitlement Review” this takes the
security designate to the Entitlement Review page where they can complete their review. The
menu item is disabled if there is no entitlement review currently in progress and a tooltip is show
explaining that you cannot see an entitlement review until it becomes active.

testsecdes

... H Language: ezl (Security Designate)
L ] experlon Region: us Name: security, designate
| ] ) Company: Mark Test
Manage your profile

Home Users Groups Reports Help Log Off N

Create User

Search User

Entitlement Review
User ID: —_—

—_—
First Name: l:l ‘ == View Reports
Create User

Search

Create Group == Create Report

Tips: When creating a new user, itis recommended that you assign “IP Restrictions” to ensure that ;
(@ access to consumer data originates from within your company's approved IP addresses. This :
feature is locatad on the "Restrictions™ tab on the user set-up screen.

Frivacy | Legsl terms | Cookies | Internet Security

Figure 58 - Entitlement Review Menu Item Enabled

secdesuser

.. - H Language: Lozl (Security Designate)
[ ] expe”cn“ Region: us Name: Security, Designate
[ ] ) Company:  EXPERIAN INFO SOLUTIONS
Manage your profile

Home Users Groups Reports Help Log Off -

Create User

Search User

User iD: =0 _

Last Name : The entitiement review section of this menu will be made availablz 1o you on an annual basis
during the time period that you are responsible to complete attestation for your end users.,
First Name

.' Create User

Search

Tips: When creating a new user, it is recommended that you assign "IP Restrictions” to ensure that
(@ access to consumer data originates from within your companys approved IP addresses. This H
feature is located on the "Restrictions” tab on the user set-up screen

Internet Security Guidelines

Figure 59 - Entitlement Review Menu Item Disabled (with tooltip)
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4.2 Using the entitlement review page

The entitlement review page consists of a paged table of company users which require
attestation within the active quarter. Users can be marked as reviewed by checking the
Reviewed checkbox, additionally user lock status can be updated along with user IP restrictions.

[ ] . User ID: testsecdes
[ ] X rl N Language: | Select One[~ | ) (Security Designate)
[ ] e pe 0 - P Name: security, designate
Region: LS
a Company: Mark Test

Manage your profie

Home Users Groups Reports Help Log Off -

Entitliement Review

1 » W

[ Mark All Reviewed | [ Mark All Unreviewsd |
Reviewed s UserD s First Name # Last Name # Email A
) marktest? o] .
= mgsecdes First Last
[ testuser20 LR - —
|} dhsecdss im (=
|:| testsecdes designate security
= dantesteight dan testeight
[ dantesteleven dan testeleven
=) dantestfive dan testfive
=) dantestfour dan testfour
f [T r
Save Cancel

Privacy | Legal terms | Cookiss | Internet Security

Figure 60 - Entitlement Review table

Columns listed in the table:

* Reviewed

* UserlID

* First Name

* Last Name

+ Email address

«  Group

* Status (editable)

*  Product options

* Restrictions (editable)
There are also buttons available to Mark all Reviewed or Mark all Unreviewed which will affect
every user in the table. Changes to the users in the table can be saved by clicking the “Save”
button and confirming the attestation dialog. The “Cancel” button discards changes in the table
and returns the designate to the dashboard. However, if the entitlement review is overdue and
the security designates admin capabilities have been restricted, pressing the cancel button will
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only discard changes from the table and the user will remain on the entitlement review page until
the entitlement review is completed.

4.2.1 Why am | redirected to the entitlement review page?

If a company’s entitlement review is in progress, the security designate will be taken to the
entitlement review page straight after they login. However, if a company’s entitlement review is
now 30 days or more after the start of the review and not complete; the security designate will
be taken to the entitlement review page since will have restricted administration abilities which
will require to complete the entitlement review before they can proceed to do anything else.

a ) ~ User ID: testbank_enduser1 (Security Designate)
e ex er lon Language: [Select One V| yame: Creditchecker, Nancy
e " Reaion: Company:  Test Bank
[} legion: S
Manage your profile
Home Users Groups Reports Help Log Off -
@ Entittement Review is overdue and must be completed. Other actions have been disabled until the review has been completed

Enttiement Review

Mark AT | [ mark an |
Reviewed & UserD & First Name ¢ Last Name 2 Emai Address 2 Group 2
| testbank_enduser1 Nancy Creditchecker richard. perez@experian.com Credit FW
< >

Save Cancel

Figure 61 - Entittement Review Page - Restricted (menus greyed out)

5. REPORTING FUNCTIONALITY

5.1 Create Report

1. From the Dashboard, select 'Create Report' either from "Reports" menu or from
"Reports" area on main pane as seen on Figure 62.
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[ ] . User ID: testsecdes
o . Language: | Select Onel+ | ' (Security Designate)
L] experlcn r— Name: security, designate
Region: LS
] Company: Mark Test
llanage vour profile
Home Users Groups Reports Help Log Off -
Create Report
View Reports

Create User

Search

—_—
= Create Report

8 Create Group

View Reports

Tips: When creating a new user, it is recommended that you assign "IP Restrictions” to ensure that
@ access to consumer data originates from within your company’s approved IP addresses. This i
feature is located on the "Restrictions” tab on the user set-up screen.

Privacy | Legal terms | Cockies | Infernet Security Guidelines

v registered trademarks of Experian

Figure 62 - Create Reports

2. You will be presented with a list of report templates to choose from:

Holme Users rotps Reports

Report Template

Report Template: | Audit Report

R E i E Email Report
Password Reset Report

- User Entitlements Report
Audit Report| eer |nactivity/Delete Report
Users by IP Address Report

i SN o RV GEET SRRV NI P

Figure 63 - Report Templates list

5.1.1 Audit Report

5.1.1.1 Audit Report Criteria

This report allows viewing the changes made to user accounts by an administrator. These
changes could be first time login user id change, email updates, unlock, lock, etc. Basically, any
changes made to a user account by an administrator can be viewed in this report depending on
the report criteria. Press “Run” buttons once all desired fields are populated.
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., . User In: festsecdes
. ex er IOn Language: (Sacu.r'rty Degignate]
[ ] p ~ Region: us Name: security, designate
] Company: Mark Test
Manage vour profile

Home Users Groups Reports Help Log Off -

Report Template

Report Template: [ Audit Report
Report Parameters
Audit Report

Target User ID:

Admin User ID:

Start Date:
Mar 21, 2017

End Date:

Apr 20, 2017 i

Run Save

Privacy | Legal terms | Co

All righ

are service marks or registered trademarks of Experian

Figure 64 - Audit Report Screen

5.1.1.2 Audit Report Results

The report lists the administrator account information (who changed the account details), the
target user’s account details (whose account was changed), the company and group of the
target user, the action taken on the account (i.e. email, login, create), as well as the date and
time the account was changed.
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Report Results

Admin User ID Admin First Name Admin Last Name Admin Email Target User ID
admin admin testi@experian.com
admin admin testi@experian.com
admin admin test@experian.com
admin admin testi@experian.com
admin admin test@experian.com
admin admin testi@experian.com
admin admin testi@experian.com
admin admin test@experian.com
admin admin testi@experian.com
admin admin test@experian.com
admin admin testi@experian.com
admin admin test@experian.com
admin admin test@experian.com
admin admin testi@experian.com
admin admin test@experian.com
admin admin testi@experian.com
admin admin test@experian.com
admin admin test@experian.com
admin admin testi@experian.com

admin admin test@experian.com

Figure 65 - Audit Report Result Screen

5.1.2 Email Report

5.1.2.1 Email Report Criteria

This report traces all emails sent out by SSO system to a specific user or group. Press “Run”
button once all desired fields have been populated.
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User ID: testsecdes
Language: | Select One ' (Security Designate)
Region: us Hame: security, designate

Company: Mark Test

Manage your profile

a, .
texperian.

Home Users Groups Reports Help Log Off 5

Report Template

Report Template: | Email Report =]

Report Parameters

Email Report

Target User ID:

Group

Start Date:
Mar 21, 2017 i
End Date:

Apr20, 2017 !

Run Save

Privacy | Legal terms | Cooki Interne:

ks of Experian

Figure 66 - Email Report

5.1.2.2 Email Report Results

The sender is the administrator account that trigger the Email. The report lists the sender user account, sender email
address, the date the email was sent, the receiver email address as well as the subject of the email sent.

Report Results

1

Sender User ID Sender First Mame  Sender Last Name Sender Email Email Date Target User ID

secdesuser Designate Security Ty e e gt | MAY 232017 16:17:24 | secdesuser

[T - = - el

[t * S

(e
AL

[

praE o w
[
peaE e w
(R TR
regEE e

e e

e E——

o romaan

| Bt ]

e

[

[T ]

e
[ S ]

e e T
= R
e e T
R R ]
I PR P
rd LA
-
EETIEES S T B
ST PSS TR
SR 1
[ T —
el i Wl il
[ R —
el e [l
— el
i
R R ]

e

4

T T

MAY 23 2017 12:48.16
MAY 23 2017 12:48:05
MAY 23 2017 12:48:04
WM&y 23 2017 12:48:04
MAY 232017 12:45:41
MAY 23 2017 12:45:19
MAY 23 2017 12:45:19
MAY 23 2017 12:45:18
MAY 23 2017 12:42:54
MAY 23 2017 12:42:31
MY 23 2017 12:42:31
MAY 23 2017 12:42:30
MAY 23 2017 12:39:46
WMAY 23 2017 12:37:50
MAY 23 2017 12:37:50
MAY 23 2017 12:37:49
MAY 22 2017 23:00:23
WM&y 22 2017 23:00:18
MAY 22 2017 23:00:16

Figure 67 - Email Report Result Screen
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5.1.3 Password Reset Report

5.1.3.1 Password Reset Report Criteria

This report traces the password resets done in SSO system. Press button once all desired
fields have been populated.

[ ] testsecdes
.e'x ericn Language: [Select Ongl=] Y=e"ID: (Security Designate)
[ ] p ~ Region: us Hame: security, designate

™ e

Company: Mark Test
Manage your profile

Home Users Groups Reports Help Log Off )

Report Template

Report Templste: [ Password Reset Report [+

Report Parameters

Password Reset Report

Target User ID:

Start Date:
War 21, 2017 0
End Date:

[4pr 20, 2017 n

Run Save

Figure 68 - Password Reset Report Screen
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5.1.3.2 Password Reset Report Results

The report displays the account id of the user, the account details of the user like first name, last
name and email address, the password reset date, the IP address of the machine from where
the password reset was done, the type of the user who performed the password reset, the
status of the action taken.

Report Results

1 » E

Target User IDv Target First Name Target Last Name Target Email Reset Date (US/Central time} IP Address Reset Type
secdesuser Designate Security P T g i | MAY 23 2017 16:19:51 NIA R_Super_Admin
e " e np | MAY 22 2017 13:25.04 HiA R_Super_aAdmin
L RS =FE LS e T o MAY 22 2017 13:19:18 HiA R_Super_Admin
bS5 | . e e | MAY 22 2017 12:55:58 His R_Super_Admin
| A BN ol o e i MAY 15 2017 10:37:11 HiA R_Super_aAdmin
- - T —— MAY AT 2017 10:27:44 HiA R_Super_Admin
- g e e e e e B W& 1T 2017 10:24:1 A R_Super_Admin
-— -, e e MAY 15 2017 17:53:38 Wi R_Super_Admin
B e o i MAY 15 2017 17:53:08 HiA R_Super_aAdmin
e -l Fo- | -l T MAY 15 2017 17:20:43 HiA R_Super_Admin
L. o T il e g " - MAY 15 2017 16:37.55 HiA R_Super_Admin
] T el 2 ETETH ST MAY 15 2017 15:09:45 NiA R_Super_Admin
mteu201705121509 test - g - MAY 12 2017 168:14:17 HiA R_Super_Admin
mteuthththt t "L T MY 12 2017 15:07:37 R_Security_Adm
test?0147 t L R MAY 12 2017 14:48:28 R_Super_Admin
e D rnww e — MAY 12 2017 14:44:55 R_Super_Admin
R ] L BRI MAY 12 2017 14:38:52 R_Super_Admin
| " Lo s b N Rt R MAY 12 2017 14:31:38 R_Super_Admin
na'n . Lot et T R WAY 12 2017 12:35:19 R_Super_Admin
g et ] B [ o L MaY 11 2017 16:22:18 R_Super_aAdmin

< |

Figure 69 - Password Reset Report Result Screen

5.1.4 User Entitlements Report

5.1.4.1 User Entitlement Report Criteria

This report would present status of the different entittements each user has on the selected
products. Press “Run” button once all desired fields have been populated.
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[ ] . User ID: testsecdes
(] H Language: : (Security Designate)
| ] experlan Region: us Name: security, designate
a ' Company: Mark Test
Manage your profile

Home Users Groups Reports Help Log Off N

Report Template

Report Template: | User Entitlements [+]

Report Parameters

User Entitlement Report

Group

Status

Product

Product Options.

User Role

Run Save

Figure 70 - User Entitlements Report Screen

5.1.4.2 User Entitlements Report Results

The report displays the user entitlements details under a specified group with information of the
status (ACTIVE, LOCK or ALL) of the user for each product, product options, and user role.
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Report Results

User ID First Name Last Name User Status Company Code Group Name

bulk_tst53 bulkFirst bulkLast LOCK 20000 Company 2 Group 1

bulk_tsts3 bulkFirst bulkLast LOCK 20000 Company 2 Group 1

bulk_tsts3 bulkFirst bulkLast LOCK 20000 Company 2 Group 1

Figure 71 - User Entitlements Report Result Screen

5.1.5 User Inactivity/Delete Report

5.1.5.1 User Inactivity/Delete Report Criteria

This report helps search users that have been locked or deleted due to inactivity. Press “Run”
button once all desired fields have been populated.
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.- User ID: testsecdes
(] . Language: ) (Security Designate)
L] eXperlcn Region: us Name: security, designate
[ ] ' Company: Mark Test

Manage your profile

Home Users Groups Reports Help Log Off 5

Report Template

Report Template: | User Inactivity/Delete Report]« |

Report Parameters

User Inactivity/Delete Report

Target User ID:

Group:
| [-]
Last Nams:

Start Date:
Mar 21, 2017 f

End Date:

Apr 20, 2017 I

Status:

Run Save

Privacy | Legal terms | Cockies | Internet Security Guidelines

Figure 72 - User Inactivity/Delete Report Screen

5.1.5.2 User Inactivity/Delete Report Results

The report displays the user account details, the date the user last accessed the application, the
date when the user account was locked/deleted, as well as the company and group of the user.
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Report Results

» E5 3

Target User ID First Name Last Name Company Group Locked/Deleted L
k-l i [ e I L e MAY 03 2017 14
N TaE Sl " MAY 03 2017 14
LE o g T H gy Ty MY 03 2017 14
BT A M Ml "l o M&Y 03 2017 14
Um LT gl B MAY 03 2017 14
* e MAY 03 2017 15
1o B i - MAY 03 2017 15
L. S MAY 03 2017 18
[rprmme | eyp— MAY 03 2017 18
FEFTELANLL. e M&Y 03 2017 18
| Gk s MAY 10 2017 13
L MAY 10 2017 13
B H A MAY 10 2017 13
| o MY 10 2017 13
e Ls W e WM& 10 2017 13
] P M M&Y 10 2017 13

o B WAy 10 2017 13

It - E0 e - [l B MAY 10 2017 13

e ! et SR WAy 10 2017 13

1 Dy WM& 10 2017 13

Figure 73 - User Inactivity/Delete Report Results Screen

5.1.6 Users by IP Address Report

5.1.6.1 Users by IP Address Report Criteria

This report helps search users under specific IP address. Press “Run” button once all desired
fields have been populated.
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[ ] ° User ID: testsecdes
. H Language: ) (Security Designate)
L] experlcn Region: us Name: security, designate
[ ] ' Company: Mark Test
Manage your profile

Home Users Groups Reports Help Log Off |

Report Template

Report Template: | Users by IP Address Repor~|

Report Parameters

Users By IP Address Report

IP Address:

L ]

Run Save
Privacy | Legal terms | Cooki Internet Security Guidelines
Ex an 2
f Experian

Figure 74 - Users by IP Address Report Screen

5.1.6.2 Users by IP Address Report Results

The report displays the user account details accessed with specific IP address.
Report Results

Date/Time IP Address Company Company ID Company Group Last Name
11-02-2016 12:00:22 10,105 T L Rl Bl
25-05-2012 02:46:01 | 10.10.=% ] T - ==
04-04-2012 18:56:46  10.102* Ml .I
21-12-2011 09:51:12 10102 S
21-12-2011 09:59:59 | 10.10%2* Rl
21-12-2011 09:58:39 | 10.10%2* -

20-10-2016 14:05:47 | 10.10.%% Pl e
12-07-2013 13:55:50 | 10.10.=* -
10-08-2016 16:06:19 | 10.10.=* Ll
10-08-2016 11:11:21 | 10.10.=* o
10-08-2016 07:40:49  10.10.=* c e il
09-08-2016 16:21:20 | 10.10.=*

03-08-2011 12:02:00 | 10.10.=*

23-05-2011 17:21:37 1010

14-02-2014 15:42:57  10.10.=*

22-12-2011 13:44115 10107

22-12-2011 13:42:35 10.10=*

22-12-2011 13:40:03  10.10.=*

22-12-2011 13:39:08 1010

2212201 1328119 101077

Figure 75 - Users by IP Address Report Result Screen
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5.1.7 PDF/CSV Export Option

TIP: All reports can be exported to PDF or CSV (Excel compatible) format by using the “PDF” or “CSV”
button in the report result window respectively.

Figure 76 - Export Report Options

You have chosen to open:
" Report.pdf

which is: Adobe Acrobat Document
from: http://localhost:E080

‘What should Firefox do with this file?

(70 Openwith | Adobe Acrobat Reader DC (default) -

i@ Save File

[] Do this autormnatically for files like this from now on.

Figure 77 - PDF Export Report Option

You have chosen to open:

@ Report.csv
which is: Microsoft Excel Corma Separated Values File
from: http://localhost:E080

What should Firefox do with this file?

(") Dpenwith | Microsoft Excel (default) -

@ Save File

[] Do this autornatically for files like this from now on.

[ QK J| Cancel |

Figure 78 - CSV Export Report Option
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5.2 Schedule or Save Reports

When creating a new report instead of running it ad-hoc you can choose to schedule it (daily,
weekly, or monthly) or save it for future use.
This is done by using the “Schedule” or “Save” button respectively on the “Create Report”

window.

Group:

Event:
[ALL [~]

ahdunad g P P it b Pina ) o - —— e e

Figure 79 - Schedule and Save Options

A pop up screen would show up to name the report and define a list of email recipients for the
report. The only difference between the “Schedule” and “Save” popup is the presence of the

schedule drop-down.

Report Schedule Parameters Report Schedule Paramelers

Report Template:  Audit Report Report Template: Audit Report

Format: Format
Schedule Freguency: Distribution List (separate email addresses with commas)

Distribution List (separate email addresses with commas)

Figure 80 - Schedule and Save popup

A scheduled report would arrive on the configured frequency to the list of recipients. Saved
reports would be available on the “View Report” panel for use or edit.
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5.3 View Report

“View Reports” option allows you to view reports which have been previously saved or where
created using the schedule functionality.

., User ID: testsecdes
o . Language: | Select One] ] ' (Security Designate)
[ ] experlon Region: us Name: security, designate
™ :

Company: Mark Test
Manage your profile

Home Users Groups Log Off

View Reports
Create Group == Create Report
1
First Name: l:l == View Reports
Create User
Search

Tips: When creating a new user, it is recommended that you assign “IP Restrictions” to ensure that
@ access to consumer data originates from within your company's approved IP addresses. This
feature is located on the "Restrictions” tab on the user setup screen.

Legal terms | Cookies

ntz=rnet Security Guidelines

r registered trademaris of Expe:

Figure 81 - View Reports

The available reports will be displayed in the “Saved and Scheduled Reports” view. Here you
have three main actions: Run (»), Edit (+'), or Delete (*).

Saved and Scheduled Reports

Report Name Report Template Schedule Frequency Format Distribution List Action
Test_WeeklyReport Email Report weekly PDF Click to view | P 4
Test_SaveReport Audit Report PDF Click to view | g 4
Test_NeverReport Users by IP Address Report never PDF Click to view | P 4

Figure 82 - Saved and Scheduled Reports Screen

6. HELP

EWACS system provides several help documents, which can be selected under the “Help”
menu in the Dashboard.
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You will be presented with a list of documentation for help:
* User Guide (Security Designate Guide)
«  Security Guide (Security Requirements)
*  Tutorial (EWACS Tutorial)

.- User ID: secdesuser
] x ri Language: | Select One . (Security Designate)
[ ] e pe On“ Region: us Hame: Security, Designate
. Company: EXPERIAN INFO SOLUTIONS

Manage your profie

User Guide
Security Guide

Create Group == Create Report
—
Frstiame [ | ‘ == View Reports
Create User

Search

Tips: When creating a new user, it is recommended that you assign "IP Restrictions” to ensure that
(@ access to consumer data originates from within your company's approved IP addresses. This i
feature is located on the "Restrictions” tab on the user set-up screen.

Figure 83 - Help Menu

7. CREDENTIALS ASSISTANCE

7.1 FORGOT PASSWORD (PASSWORD RESET
PROCESS)

The 'Forgot Password' link allows you to reset your password should you forget your current
credentials. You must know your answer to the shared secret question before the system will be
able to grant you a temporary password.

To reset your password using the forgot password link:
1. Access the EWACS page as you would normally do.
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Prior to logging on, click on the 'Forgot Password?' link.

." . Experian Web Access Control System
s experian.
=] User ID: | |
Password: I ]
Retrieve Account ID
User Re-Register
Privacy Legal terms
14. All rights reserv ed
Experian and perian marks herein are service marks o ian

Figure 84 - Forgot Password? Link

Fill in the "Account ID" and the "Email" field.
Click on the “Submit Request” button.

P :
® Sxperian.

Forgot Password (Password Reset Process)

User ID | |

Email | |

Submit Request

Privacy Lega\ terms| Cookies| Internet Security Guidelines
Experian 2017 All rights reserved.
Experian and the Experian marks herein are service marks or registered trademarks of Experian.

Figure 85 - Forgot Password (Password Reset Process)

The system will check for your valid Account ID and compare the email address with the
stored information and if valid, email a link to the registration page which will allow for
resetting/changing the password.

.,
. -
sexperian.

Request has been processed successfully.

Your request has been processed and an email has been sent to you.
: The email has instructions that may be time sensitive.

Privacy| Legal terms| Cookies| Internet Security Guidelines
Experian 2017. All rights reserved

Figure 86 - Confirmation Screen
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6. The system will email a link to the registration page which will allow for resetting/changing the
password.
Dear User,
Please access the following URL to reset the password for your Experian account.

hitps://ectst025v.aln.experian.com:8150/securecontrol/resetProfile. htm!| ?token=1C6aaWHOzjWCQ-
BLItKOt8liGhNMzDCNxRx7trY0bfz3GzZBdSYmIvp 7Erdzjic69EySbUcCUfpM|Q)fsdnGgHXolinNT34nSEGVKRULZPif3geRZ7uud4KRWScA 0 77BoSr2pviaksgQwid k¢

-2115BloeloalgUyTKJIpNE

If you have questions, please call Experian's Technical Support Center at 800.854.7201 between the hours of 5:00 AM to 6:00 PM Pacific (Manday - Friday) and
6:00 AM to 3 PM Pacific (Saturday - Sunday).

*** Da not reply to this e-mail. =**

Figure 88 - Email Sample for Password Reset

7. The registration page will be displayed to the user allowing to create a new password.

e, .
texperian.

Please update your account information

UserlD secdesuser

New Password

- must be @ minimum of 8 characters

Confirm New l:l - must contain combination of upper and lowercase |etters
Password - must contain a numeric character

In case you forget your credentials...

Question 1 |Wnat is your father's middle name? E‘

Question 2 |Wnat is your paternal grandmother's firstname? |z|

S —

Question 3 |Wnat is your paternal grandfathers first name? |z|

T —

Question 4 |Wnatisthe first name of the maid of honor at your wedding? |z|

T —

Question 5 |Wnat was your favorite in college? E‘

T —

Terms and conditions

a) | Agree NOT to disclose my password or shared secretto any other person.
b) | Agree NOT to order credit reports or other data from Experian’s site except in the performance of your official duties for your company.

c) | agree that | will only use this website, and information obtained from this website, in accordance with the terms and conditions of the contract between my
organization and Experian.

d) | Agree NOT to attempt to test the limits of access to the Experian information provided, or execute or use any function which is not directly related to the
performance of my specific job function.

e) | Agree to inform my security designate when my job function no longer requires access to Experian’s systems.
f) 1 Understand that | am responsible for fransactions which take place underthe userid | amissued and understand that accounts may be monitored by Experian

@) | have read, and understood the cookies information link and understand that this site and other Experian sites use cookies.

] | have read, understood, and agree to the terms and conditions above

Privacy| Legal terms| Cookies| Internst Security Guidelinss

are sesvice mar

Figure 87 - Email Sample for Password Reset

7.2 RETRIEVE ACCOUNT ID

The “Retrieve Account ID” link allows you to retrieve your account ID in case it has been
forgotten.
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To retrieve your account ID, you need to:

1. Access the EWACS page as you would normally do.
2. Prior to logging on, click on the “Retrieve Account ID” link.

.. . Experian Web Access Control System
Sexperian. " /
0 UserID: | |
Password: [ |
Login

# Forgot Password?
{Retrfeve Account ID)
» User Ae-Register

Privacy Legal terms
Experian 2014. All rights reserved.
Experian and the Experian marks herein are service marks or registered trademarks of Experian.

Figure 89 - Retrieve Account ID (Account ID Retrieve Process)
3. Fillin the "Email” field.

4. Click on the “Submit Request” button.
ol i
s €Xperian.
[

Retrieve User ID(s)

Submit Request

Figure 90 - Request Email for Retrieving User ID(s) Screen

5. A confirmation page would be displayed.
TP i
= EXperian.

[

Request has been processed successfully.

An email has been sent to you with your user(s) account information

Figure 91 - Retrieve User ID Confirmation
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6. Once the request has been successfully processed, the system will send an email
containing your account ID(s).

Your user id is:
'secduser’
2EEEHREL

'secdeciguser’

Please keep this id confidential. Do not share it with your co-warkers.

*** Do not reply to this e-mail. **

Figure 92 - Sample Emalil for Retrieve User ID(s)

7.3 USER RE-REGISTER

The “User Re-Register” link allows you to register a user who had been created but needs to
register again.

To access this link:

1. Access the EWACS page as you would normally do.
2. Prior to logging on, click on the “User Re-Register” link.

.. . Experian Web Access Control System
Sexperian. e Y
0 UserID: | |
Password: [ |
Login

» Forgot Password?
» Retrieve Account ID

User Re-Register

Privacy Legal terms

@ M

Figure 93 - User Re-Register Link

3. Fill in the "Account ID" and the "Email" field.
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4. Click on the “Submit Request” button.
ol i
s experian.
.

User Registration

Submit Request

Figure 94 - User ID and Email for User Registration Screen
5. A confirmation page would be displayed.

.,
. .
._experlcn..

Request has been processed successfully.

Your request has been processed and an email has been sent to you.
The email has instructions that may be time sensitive.

Figure 95 - Re-Register User Confirmation

6. Once the request has been successfully processed, the system will send an email containing a URL
link to re-register.

Please access the following URL to complete the registration process:

https://ectst025v.aln.experian.com:8150/securecontrol/enrollUser. html?token=7p4 FxiPMS8zx10V-
3ywarYX1o80rXHueCcOvSrsolNISTMLTmGsBZMXPeIx2cNLH24e6uADOU pxuKbDMgRwGkdMDitdk2 fFwSCstVn18RIHXIxRKOMASKINCUTOOch4Z2HE6f3z0NXPTQZFgiC
EISEny1Q2iFfy2qCXumi1blCaYy

The above link is valid only for 10 minutes. Please try to register as soon as possible,

By following this link you can set up your new password, and secret questions and answers. These questions and answers can be used to reset your password if
you forget it.

Please dont write your password or security questions/answers down on paper or share this data with your co-workers.
‘You will receive your User ID in a separate e-mail message.

If you do not receive this message with your User ID, please call Experians Technical Support Center at 800.854.7201 between the hours of 5:00 AM to 6:00 PM
Pacific (Monday - Friday) and 6:00 AM to 3 PM Pacific (Saturday - Sunday).

*** Do not reply to this e-mail. ***

Figure 96 - Re-registration Email Sample

Experian® SSO Services Connects your business processes, services, content,
and data to channel partners, internal teams, and independent developers in an
easy and secure way.

- Global Single Sign On Services
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