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1. INTRODUCTION 

1.1 WELCOME  

THIS TRAINING GUIDE IS THE SOLE PROPERTY OF EXPERIAN INFORMATION SOLUTIONS AND MAY 

NOT BE REPRODUCED OR TRANSMITTED IN ANY FORM OR BY ANY MEANS, ELECTRONIC OR 

MECHANICAL, INCLUDING PHOTOCOPYING, RECORDING, OR OTHERWISE, WITHOUT THE PRIOR 

WRITTEN PERMISSION OF INFORMATION SECURITY, EXPERIAN. 

 

Welcome! Experian Information Technology division has implemented the Experian Web Access 

Control System that allows for the delegated administration of Users. The Security Designate 

role in this process is extremely critical, as you are the first point of contact and validation 

outside of Experian. New and/or existing customers like you; hereafter referred to as a Security 

Designate; will be validated and approved by Experian. You will be able to logon to the Experian 

Web Access Control System to create and maintain your organization’s users.  

1.2 FOREWORD 

Experian recognizes that the Internet is at the core of our business model. As a public network, 

the Internet provides a virtually limitless platform for any organization conducting business in a 

global marketplace. Using such open, public network does expose Experian to risks, which must 

be mitigated through secure processes and procedures. In conjunction, with secure process and 

procedures, applications such as the one being implemented by Experian helps to build an 

environment of trust between the end user and Experian  

1.3 DEFINITIONS  

This document contains references to the terms that are explained below.  

  

No.  Term   Meaning  

1.   Access Control  What users can access (resources) on a Web Server  

2.   Authentication  How to prove a user’s identity  

3.   Authorization  Which functions can a user perform within an application  

4.   Delegated Administration  Which administrators can implement policy beyond the 

central administration group  

5.   Entitlement Logon (EntLogon)  Used by end-users of Experian’s Internet accessible 

products to logon to Security Services prior to accessing a 

product.  

6.   Intrusion Detection and 

Response  

Used to define an attack and what policies can be 

implemented to respond to the intrusion  

7.   Experian Web Access Control 

System (EWACS)  

Used to add, maintain and lock new Security Designates to 

the Security Services Application  

8.   Single Sign-On (SSO)  Seamless access across Web servers, having one User ID 

that grants access to multiple web-enabled products  
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1.4 EXPERIAN WEB ACCESS CONTROL SYSTEM 

The Experian Web Access Control System uses specially created on-boarding screens to create 

and provision external users into the system. The Experian Web Access Control System is a 

graphical user interface tool and is used by Experian’s Security Administration department. The 

Experian Web Access Control System allows for delegated administration (while still allowing 

Experian the ability to control security practices) without using the RSA Administrative Client. 

  

1.5 OVERVIEW 

Detailed screens-shots and descriptions of functionality will cover:  

• Registration and Login  

• Adding Subcode(s) 

• End-User Creation 

• User Administration 

• Entitlement Review 

• Generate Reports 

• Help 

• Forgot Password 

• Retrieve Account ID 

• User Re-register 

2. REGISTRATION AND LOGIN 

EWACS incorporates embedded login to Experian’s Single Sign-On (SSO) services.  User 

accounts would be provisioned by a Help Desk Associate who shall enter and submit the 

credentials for authentication.  

2.1 FIRST-TIME LOGIN  

Once Experian’s Security Administration team has granted the Security Designate access to 

Experian Web Access Control System, the Security Designate must logon to the system via a 

web browser by clicking on the link provided on the registration email.   

The first-time logon refers to the first logon to the system. During this first logon, you will be 

asked to update your User ID (optional), change your password, provide a shared secret and 

answer, and finally validate your email address.  

NOTE: The email address is critical to the operation and security of our system. All 

communications of user credentials are sent to this email address. Use of a personal email 

address is not acceptable.  
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For the first-time login, users will click on a link provided via email:  

  

 
Figure 1 - Registration Link Email 

Note: The registration link is only valid for the first 10 minutes after it is sent. A provision for re-

requesting the registration link is available if the 10 minute time-out has expired.      

 

The first-time a user logs in a registration screen will be displayed (Figure 2), on this screen the 

following task and options are presented and should be completed prior to using the account: 
   

1. The user will have a one-time option to update the Account ID. 

Note: This is optional depending on the organization’s line of products. 

2. The user will have the option to update and confirm his/her email address (this is the 

primary email that the EWACS system will use to send communications/notices to the 

user).  

3. The user will create a password (based on Experian password controls and 

requirements).  

4. The user will choose questions and provide answers for “In case you forget…” options.  

5. The user will agree to the terms and conditions by acknowledging through the 

checkbox, which once checked will provide a “Complete Registration” button.  
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Figure 2 - First Time Registration Screen 

Once registration is complete, the user will now use the Account ID and password selected to 

authenticate to EWACS.     
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2.2 STANDARD LOGIN  

To logon to EWACS:  

1. Access the EWACS website: 

a. The initial login screen will be presented  

b. At the prompt, enter User ID and Password and then click “Login” button. 

 
Figure 3 - EWACS User ID / Password Prompt (Login Screens) 

Note: On this same screen the options for Forgotten Password Services, Retrieve User ID, and 

Re-registration are available.  

c. If the password is correctly entered and authenticated, the user will be granted 

access. 

3. USER AND GROUP FUNCTIONS  

3.1 DASHBOARD  

Upon successful login, a Security Designate is presented with the Dashboard screen: 

  

 
Figure 4 - Security Designate Dashboard View 

https://ss6.experian.com/ewacs/login.jsp
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The Dashboard contains quick links to commonly used functions such as Creating/Editing 

Users, Creating Groups, and Reporting Functions.  

  

Delegation occurs with the creation of Groups under your company which allow for subsets of 

user administration and access control.  Within the Group creation process; Sub-codes can be 

assigned to determine the product access each user within a group will have access to.  

  

Under each group; end users can be created and assign Subcodes that are available to that 

group. 

 

Note: The need to handle subcodes is optional and would depend on the organization’s line of 

products.    

3.2 USER PROFILE 

1. Click the “Manage your profile” link to update your email address, password, and 

security questions. 

 

NOTE: You need to remember the current password if you want to change it. If you do 

not remember it, you need to reset it by using the “Forgot Password” functionality 

described in section 4. 

 

Figure 5 - Manage your profile link 
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2. On the profile update page, you need to change the information on the fields you want 

to update. 

3. To apply the update, you need to tic the checkbox as your agreement and then the 

“Update Profile” button will show up. 

Figure 6 - Profile update page. 

Figure 7 - Update Profile button 
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4. Once clicked the “Update Profile” button, you will be redirected to a screen showing 

your request has been successfully processed. After clicking the link to return to the 

home page you would be redirected there. If you changed your password, you need to 

login again using the new password. 

3.3 CREATING A NEW GROUP  

Groups are created to facilitate management of sets of users with different access capabilities.  

All companies will have a “Top Group”. Smaller “sub” groups can be created in a nested fashion 

and will inherit the parent groups’ capabilities. Any products assigned to a Parent group will be 

made available to its child groups. Once a product is made available to a group, a designate of 

that group will be able to grant themselves access to those groups. 

To create a group, follow these steps: 

 

1. On the home page, select the ‘Create Group’ option either under the Groups menu or under the 

Users section on the dashboard: 

 

Figure 8 - Success screen 

Figure 9 - Create Group 
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2. A pop up message will appear. Here you can select under what Company you wish you to create the 

new group. This group will be a subset of the company, but can also be a subset of another group 

within the same company:  

Figure 10 - Company / Group Selection 

3. Populate the new group information as needed and click the create button: 

NOTE: All group information can be entered into this area to help distinguish it in the 

Company (and group) it will fall under. 

 

4. After clicking the "Create" button, you will be shown a confirmation screen.  

 Figure 12 - Confirmation Screen  

Figure 11 - Group Information 
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5. Click “OK” button, the system will present you a screen with the available products (SSO integrated 

applications) for the group. Select the needed product and click “Next” button.   

 
Figure 13 - Product Selection Screen 

6. On the next screen please add the new Subcode and click the “Add” button and select the required 

ID’s. If desired, add a Description for the Subcode.  

Note: Subcode may not be required for all Experian products. 

 

7. Click the “Save” button. 

  

Figure 14 - Subcode Screen 
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8. If more Subcode’s are needed (and available) please use the Product Assignment tab, click on the 

“Assign Product” button and repeat step 5 as needed. 

  

TIP: Alternate way of creating groups 

Please note that you can also create a group by right clicking and selecting 'Add Group' function 

in the left pane. The difference is that new group will be created under the selected group as a 

parent group. 

You need to provide all the necessary information related to the group as described on step 3 

above. 

  

Figure 15 - Assignment Tab 

Figure 16 - Add Group Function 

Figure 17 - Edit Group Information Screen 
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3.4 CREATING A NEW USER  

NOTE: Users for companies fall into two role types:  

• Security Designates: can create and administer other users at the company they belong to. 

• End Users: will have access to the company's applications. 

  

1. Select the “Create User” option under the Users menu or the Users section in the main 

pane.  

 

  

2. Select the desired group this user will belong to from the drop down box (if you need to 

create a new group please refer to the Create new group section).  

  

Note: Unless the user you are creating is a peer, (i.e. a Bureau Admin or Security Designate) they should be 
placed into a selected group so that they will be able to inherit all of the Subcode assignments as needed from the 
Group assignment.  

 
Figure 19 - Group Selection 

  

  

Figure 18 - Create User 
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3. Populate the user information section. The fields with the gear ( ) symbol are required 

fields.  

  
Figure 20 - User Information Screen 

Indications:  

• The User ID must be 8 to 32 characters in length, should not contain any spaces, and 

should be in lowercase.  

• The email address will be used for all security communications. It is highly 

recommended that each user has a unique email address to ensure that User ID and 

password information is passed to the correct individual. No generic (or shared) email 

addresses should be used.  

• The Start/End Date determines the life time of the account (the end date can be left 

blank if security policy permits).  

• The "Role" drop down list box should be selected to specify if the user being created 

requires the ability to create other users (a Bureau Administrator) or not (End User)  

• Once you have created the User ID, the next step is to assign the user products and 

their associated properties. 

  

NOTE: Product properties vary depending on the product being selected. The sample used here may differ from the 

properties shown for your product.  
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4. After clicking the "Create" button, you will be shown a confirmation screen. Click “OK”.  

 

 
Figure 21 - User Confirmation Screen 

5. The system will present you a screen with the option to Add Sub-codes. Click the 

“Add…” button on the middle of the screen. 

 

 
Figure 22 - Product Selection Screen 
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6. On the popup window enter the subcode to be added. Click “Add” button to verify the 

new entry.  

 
Figure 23 - Add Subcode Popup 

  

7. On the next screen select the needed Subcode(s), the system will move them to the 

assigned section automatically.  Once you are done adding all the necessary subcodes, 

click the “Save” button.  

Note: Depending of the range of products available for you company, subcodes may not 

be required.  

 

 
Figure 24 - Subcode Assignment 
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8. If more products are needed please use the Product Assignment tab, click on the 

“Assign Product” button and repeat step 6 as needed.  

 Figure 25 - Product Assignment Tab 

9. Experian emphasizes the use of restrictions to ensure a secure usage of our systems.  

We recommend the addition of Time of day access and IP filter to restrict the 

unauthorized access. Please contact your network administrator to ensure accurate IP 

address restriction.  

  

 
Figure 26 - Restrictions Tab 
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TIP: Alternate way of creating users 

If you have groups(s) already created, you can create a user after right click a selected group 

node in the left pane. The difference is that you cannot change the group. 

3.5 SEARCHING EXISTING USERS 

1. You can search for existing users(s) in the Search Users pane or Search User under the 

'Users' menu. 

a. You can use any combination of criteria 

Figure 27 - Add User Function 

Figure 28 - Search Users 
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b. The usage of wildcard is allowed – using an asterisk(*) will search for any user 

(e.g. if you specify a User ID of "testbank*", the system will display all the User 

IDs that start with "testbank"). 

TIP: Another way of searching users: 

Searching users under the “Users” menu provides additional criteria such as 

group name, email address, role, and product. 

  

2. Results are displayed on the “User Search Results” pane. 

 

 

Figure 30 - Search Users from Users > Search User 

Figure 29 - Search Users Pane 

Figure 31 - Search Results 
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3.6 EDITING AN EXISTING USER  

1. On the Search results screen (explained at the previous section) select the user that 

needs to be updated and click the “Edit User” button.  

 
Figure 32 - Search Results   

TIP: Alternative way of finding user(s): 

You can find users to be edited in the left pane from fully expanded groups under a company. The pane will 

be displayed once any function for Users or Groups has been selected. The 'Edit User' function will be showed 

up along with other user functions upon right clicking on the selected user in the left pane. 

 

Figure 33 - Edit User Function in the left Pane. 
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2. The system will take you to the "User Information" page where you can edit applicable 

user properties. Switching to the "Product Assignment" or "Restrictions" tabs would 

allow to edit products, subcodes, and/or restriction settings respectively.  

 

 
Figure 34 - User Information Page 

  

 
Figure 35 - User Restrictions 
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3. Other actions are available by clicking on the additional buttons at the bottom of the 

"User Information" tab:  

• “Lock” button to block the user from accessing the system. 

TIP: You can lock the user by clicking the “Lock” button in the “User Information” tab or using the “Lock 

User” function by right clicking the user to be locked in the left pane expanding the tree under your 

company. 

  

 

▪ On the popup window, you need to choose the appropriate reason for locking the user 

from the drop-down list.   

Figure 36 - Lock User Function 

Figure 37 - Lock Options 
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•  “Reset Password” button to send a password reset link to the user.  

 

 

▪ A confirmation popup window appears. Click the “Reset Password” button to send a 

password reset link to the user. 

  

  

Figure 39 - Reset Password Confirmation 

Figure 38 - Reset Password Functions 
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•  “Clone User” button used to create a new id with the same access as the one selected. 

 

Info: Once cloned the user would have the same company, group, and accesses but the rest of the 

mandatory user information would need to be populated before being able to create the new user. 

Figure 40 - Clone User 

Figure 41 - User Information Screen for Cloned User 
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4. After all the changes are applied click the “Update” button to save the changes. 

    

3.7 MOVING AN EXISTING USER 

1. To move a user, select “Move User” under “Users” menu. This would bring up the 

“Search User” screen. 

 

Figure 42 - Update User Information 

Figure 43 - Move User Function 
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2. You can use any field for searching users in the "Search User" panel on the main pane. 

Click the “Search” button once the search criteria have been provided. 

 

3. Select the user you want to move in the search result by left clicking a row. Click the 

“Move User” button to move the user or the “Search” button to initiate a new search. 

 

  

Figure 44 - Search User pane 

Figure 45 - User Search Results Pane 
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4. The “Move User Info” page is displayed in the main pane. On the “Target Group” field 

choose the group you want to move the user into and click the “Update” button. 

5. A “Confirmation Changes” popup appears reminding that all available product(s) and 

product options in the current group will be removed. You need to update product(s) and 

product options under the new group on a further step.  

After clicking the “Update” button, a “Confirmation” dialog would appear validating that 

the user has been moved successfully. 

 

Figure 46 - Move User Info Screen 

Figure 47 - Confirm Changes Popup 

Figure 48 - Confirmation Popup 
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6. The updated information will be shown. At this point you should switch to the “Product 

Assignment” tab if you want to update product(s) and product options available under 

the new group.  

TIP: You can also access the 'Move User' functionality by right-clicking the user node in the left 

pane under your company.  

Figure 49 - Updated Group - User Information 

Figure 50 - Move User Option - Left Pane 
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3.8 SEARCHING GROUPS 

1. To search for a group you can use “Search Group” function under “Groups” menu.  

2. Enter the name criteria you want to look up.  

3. Group(s) search results are displayed in the main pane based on your search criteria. 

You can select a group in the results and then click “Edit Group” button to enter the edit 

screen or press the “Search” button to initiate another search.  

Figure 51 - Search Group - Groups Menu 

Figure 53 - Group Search Result 

Figure 52 - Search Group Panel 
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TIP: If you know where the group is located you can browse to it on the "Companies" tree on the 

left pane. By right clicking on the group you can access the group’s available actions.  

3.9 EDITING EXISTING GROUP 

1. Once you find the desired group with either method mentioned on the "Search Existing 

Group" section you can modify the group by: 

a. Clicking “Edit Group” button on "Group Search Results".  

  

Figure 54 - Group Options - Left Pane 

Figure 55 - Edit Group Button - Search Group Result 



          Security Designate User Guide | Version 1.5 | Page 32 

b. Selecting "Edit Group" on the right click context menu on the "Companies" tree.  

 

2. Provide the information you need to update in the screen and click the “Save” button.  

4. ENTITLEMENT REVIEW FUNCTIONALITY   

Experian has implemented an annual attestation period that can be assigned to a company to 

allow security designates to attest company users’ access.  

  

  

Figure 56 - Edit Group Function - Left Pane 

Figure 57 - Group Information Update Screen 
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4.1 Accessing the entitlement review page  
  

If a security designates company has an active entitlement review in progress, there will be an 

additional menu item at the end of the Users menu named “Entitlement Review” this takes the 

security designate to the Entitlement Review page where they can complete their review. The 

menu item is disabled if there is no entitlement review currently in progress and a tooltip is show 

explaining that you cannot see an entitlement review until it becomes active. 

  

  

 

  

  

Figure 58 - Entitlement Review Menu Item Enabled 

Figure 59 - Entitlement Review Menu Item Disabled (with tooltip) 
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4.2 Using the entitlement review page  
  

The entitlement review page consists of a paged table of company users which require 

attestation within the active quarter. Users can be marked as reviewed by checking the 

Reviewed checkbox, additionally user lock status can be updated along with user IP restrictions.   

  

  

Columns listed in the table: 

• Reviewed  

• User ID  

• First Name  

• Last Name  

• Email address  

• Group  

• Status (editable)  

• Product options  

• Restrictions (editable)  

 There are also buttons available to Mark all Reviewed or Mark all Unreviewed which will affect 

every user in the table. Changes to the users in the table can be saved by clicking the “Save” 

button and confirming the attestation dialog. The “Cancel” button discards changes in the table 

and returns the designate to the dashboard. However, if the entitlement review is overdue and 

the security designates admin capabilities have been restricted, pressing the cancel button will 

Figure 60 - Entitlement Review table 
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only discard changes from the table and the user will remain on the entitlement review page until 

the entitlement review is completed.  

  

4.2.1 Why am I redirected to the entitlement review page?  

If a company’s entitlement review is in progress, the security designate will be taken to the 

entitlement review page straight after they login. However, if a company’s entitlement review is 

now 30 days or more after the start of the review and not complete; the security designate will 

be taken to the entitlement review page since will have restricted administration abilities which 

will require to complete the entitlement review before they can proceed to do anything else.   

  

  

5. REPORTING FUNCTIONALITY 

5.1 Create Report  

1. From the Dashboard, select 'Create Report' either from "Reports" menu or from 

"Reports" area on main pane as seen on Figure 62. 

 

  

Figure 61 - Entitlement Review Page - Restricted (menus greyed out) 
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2. You will be presented with a list of report templates to choose from:  

 

5.1.1 Audit Report  

5.1.1.1 Audit Report Criteria  

This report allows viewing the changes made to user accounts by an administrator. These 

changes could be first time login user id change, email updates, unlock, lock, etc. Basically, any 

changes made to a user account by an administrator can be viewed in this report depending on 

the report criteria. Press “Run” buttons once all desired fields are populated.   

  

Figure 62 - Create Reports 

Figure 63 - Report Templates list 
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5.1.1.2 Audit Report Results 

The report lists the administrator account information (who changed the account details), the 

target user’s account details (whose account was changed), the company and group of the 

target user, the action taken on the account (i.e. email, login, create), as well as the date and 

time the account was changed.  

  

  

Figure 64 - Audit Report Screen 
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5.1.2 Email Report  

5.1.2.1 Email Report Criteria  

This report traces all emails sent out by SSO system to a specific user or group. Press “Run” 

button once all desired fields have been populated. 

  

Figure 65 - Audit Report Result Screen 
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5.1.2.2 Email Report Results  

 The sender is the administrator account that trigger the Email. The report lists the sender user account, sender email 

address, the date the email was sent, the receiver email address as well as the subject of the email sent.  

  

Figure 66 - Email Report 

Figure 67 - Email Report Result Screen 
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5.1.3 Password Reset Report 

5.1.3.1 Password Reset Report Criteria  

 This report traces the password resets done in SSO system. Press  button once all desired 

fields have been populated. 

Figure 68 - Password Reset Report Screen 
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5.1.3.2 Password Reset Report Results 

The report displays the account id of the user, the account details of the user like first name, last 

name and email address, the password reset date, the IP address of the machine from where 

the password reset was done, the type of the user who performed the password reset, the 

status of the action taken.   

5.1.4 User Entitlements Report 

5.1.4.1 User Entitlement Report Criteria 

This report would present status of the different entitlements each user has on the selected 

products. Press “Run” button once all desired fields have been populated. 

  

Figure 69 - Password Reset Report Result Screen 
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5.1.4.2 User Entitlements Report Results 

The report displays the user entitlements details under a specified group with information of the 

status (ACTIVE, LOCK or ALL) of the user for each product, product options, and user role.  

  

Figure 70 - User Entitlements Report Screen 
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5.1.5 User Inactivity/Delete Report  

5.1.5.1 User Inactivity/Delete Report Criteria  

This report helps search users that have been locked or deleted due to inactivity. Press “Run” 

button once all desired fields have been populated. 

Figure 71 - User Entitlements Report Result Screen 



          Security Designate User Guide | Version 1.5 | Page 44 

  

   

5.1.5.2 User Inactivity/Delete Report Results 

  

The report displays the user account details, the date the user last accessed the application, the 

date when the user account was locked/deleted, as well as the company and group of the user.  

  

  

Figure 72 - User Inactivity/Delete Report Screen 
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5.1.6 Users by IP Address Report 

5.1.6.1 Users by IP Address Report Criteria 

This report helps search users under specific IP address. Press “Run” button once all desired 

fields have been populated.  

  

Figure 73 - User Inactivity/Delete Report Results Screen 
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5.1.6.2 Users by IP Address Report Results 

The report displays the user account details accessed with specific IP address.  

Figure 74 - Users by IP Address Report Screen 

Figure 75 - Users by IP Address Report Result Screen 
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5.1.7 PDF/CSV Export Option  

  

TIP: All reports can be exported to PDF or CSV (Excel compatible) format by using the “PDF” or “CSV” 

button in the report result window respectively.  

   

Figure 76 - Export Report Options 

Figure 77 - PDF Export Report Option 

Figure 78 - CSV Export Report Option 
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5.2 Schedule or Save Reports 

When creating a new report instead of running it ad-hoc you can choose to schedule it (daily, 

weekly, or monthly) or save it for future use. 

This is done by using the “Schedule” or “Save” button respectively on the “Create Report” 

window.  

A pop up screen would show up to name the report and define a list of email recipients for the 

report. The only difference between the “Schedule” and “Save” popup is the presence of the 

schedule drop-down. 

 A scheduled report would arrive on the configured frequency to the list of recipients. Saved 

reports would be available on the “View Report” panel for use or edit. 

Figure 79 - Schedule and Save Options 

Figure 80 - Schedule and Save popup 
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5.3 View Report 

“View Reports” option allows you to view reports which have been previously saved or where 

created using the schedule functionality. 

The available reports will be displayed in the “Saved and Scheduled Reports” view. Here you 

have three main actions: Run ( ), Edit ( ), or Delete ( ). 

 

 

6. HELP 

EWACS system provides several help documents, which can be selected under the “Help” 

menu in the Dashboard. 

Figure 81 - View Reports 

Figure 82 - Saved and Scheduled Reports Screen 
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You will be presented with a list of documentation for help: 

• User Guide (Security Designate Guide) 

• Security Guide (Security Requirements) 

• Tutorial (EWACS Tutorial)  

7. CREDENTIALS ASSISTANCE 

7.1 FORGOT PASSWORD (PASSWORD RESET 
PROCESS)  

The 'Forgot Password' link allows you to reset your password should you forget your current 

credentials. You must know your answer to the shared secret question before the system will be 

able to grant you a temporary password.  

 

To reset your password using the forgot password link: 

1. Access the EWACS page as you would normally do. 

  

Figure 83 - Help Menu 
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2. Prior to logging on, click on the 'Forgot Password?' link. 

3. Fill in the "Account ID" and the "Email" field. 

4. Click on the “Submit Request” button. 

5. The system will check for your valid Account ID and compare the email address with the 

stored information and if valid, email a link to the registration page which will allow for 

resetting/changing the password.  

Figure 84 - Forgot Password? Link 

Figure 85 - Forgot Password (Password Reset Process) 

Figure 86 - Confirmation Screen 
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6. The system will email a link to the registration page which will allow for resetting/changing the 
password. 

7. The registration page will be displayed to the user allowing to create a new password.  

7.2 RETRIEVE ACCOUNT ID 

The “Retrieve Account ID” link allows you to retrieve your account ID in case it has been 

forgotten. 

  

Figure 88 - Email Sample for Password Reset 

Figure 87 - Email Sample for Password Reset 
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To retrieve your account ID, you need to: 

1. Access the EWACS page as you would normally do. 

2. Prior to logging on, click on the “Retrieve Account ID” link.  

3. Fill in the "Email" field. 

4. Click on the “Submit Request” button.  

5. A confirmation page would be displayed.  

  

Figure 89 - Retrieve Account ID (Account ID Retrieve Process) 

Figure 90 - Request Email for Retrieving User ID(s) Screen 

Figure 91 - Retrieve User ID Confirmation 
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6. Once the request has been successfully processed, the system will send an email 

containing your account ID(s).  

7.3 USER RE-REGISTER 

The “User Re-Register” link allows you to register a user who had been created but needs to 

register again. 

To access this link: 

1. Access the EWACS page as you would normally do. 

2. Prior to logging on, click on the “User Re-Register” link.  

3. Fill in the "Account ID" and the "Email" field. 

  

Figure 92 - Sample Email for Retrieve User ID(s) 

Figure 93 - User Re-Register Link 
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4. Click on the “Submit Request” button.  

5. A confirmation page would be displayed.  

6. Once the request has been successfully processed, the system will send an email containing a URL 
link to re-register.  

 

 
Experian® SSO Services Connects your business processes, services, content, 

and data to channel partners, internal teams, and independent developers in an 

easy and secure way. 

- Global Single Sign On Services 

 

Figure 94 - User ID and Email for User Registration Screen 

Figure 95 - Re-Register User Confirmation 

Figure 96 - Re-registration Email Sample 


