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At the start of last year, many economists were predicting a recession. To their surprise, 2023 clocked 
an iOpressive finisJ� HWeleF D[ an increase in cQnsWOer anF IQvernOent spenFinI� anF increases in 
manufacturing and private investment. 

Following that resilient ending, the U.S. economy entered 2024 facing some familiar headwinds: 
increaseF IeQpQlitical tWrOQil� JiIJer prices� anF steaF[ inHlatiQn� 6Jis DrQWIJt DacM an ecJQinI cJQrWs 
QH vQices reOiniscent QH tJe previQWs [ear� assertinI tJat tJe prQverD was trWe� all IQQF tJinIs� in tJis 
case growth, must come to an end.  

$Wt as we eODarM Qn tJe secQnF JalH QH ����� tJe Qnl[ tJinI HQrecasters seeO tQ aIree Qn is tJat tJe[ 
FisaIree� 9Jile tJe 7�5� is eZpecteF tQ avQiF a recessiQn� Oan[ ecQnQOists are citinI sQHteninI laDQr 
market conditions, tighter-than-normal lending standards, and an overall easing in consumer spending 
anF DWsiness investOent as inFicatQrs QH slQweF IrQwtJ� 7nFeterreF� DWllisJ anal[sts Qn tJe QtJer siFe 
of the spectrum are forecasting continued growth, ranging from 1-3% of GDP.   

It’s these same uncertain economic conditions that create an environment ripe with opportunity for 
fraudsters. Amid an ever-evolving risk landscape fraught with more complex fraud implications, key 
SWestiQns reOain HQr DQtJ cQnsWOers anF DWsinesses� 

• How secure do consumers feel online?
• How have their security and experience expectations changed in the last year?
• Are DWsinesses increasinI investOents sWHficientl[ enQWIJ tQ tacMle IrQwinI HraWF cJallenIes!
• Do they have effective technology solutions in place to accurately identify and authenticate

consumers online?
• 9Jat iOpact is )enA+ JavinI� Qr will it Jave Qn tJe HraWF lanFscape in ���� anF De[QnF!

Experian’s 2024 U.S. Identity and Fraud Report provides answers to these and other questions, 
providing organizations a clear snapshot of the current fraud landscape, shifting consumer 
expectations, and insight into how they can prioritize future fraud prevention technology investments. 

6Jis [ear� we alsQ Jave a first lQQM DacM at JQw tJese trenFs Jave cJanIeF Qver tJe last HQWr [ears�

_INTRODUCTION

++
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The 2024 Experian Identity and Fraud Report marks the ninth year 
QH tJe stWF[� 6Je repQrt is DaseF Qn twQ OaLQr sWrve[s cQnFWcteF in 
the U.S. in March of 2024. 

6Je first asMeF more than 2,000 U.S. consumers aDQWt tJeir Qnline 
interactions and expectations regarding security and customer 
eZperience� %QnsWOers sWrve[eF were tiereF D[ aIe ranIe� ������ 
������ ������ anF ������ anF alsQ incQOe level� DelQw ������� 
lQw�� 
�������������� 
OiF�� anF �������� anF aDQve 
JiIJ�� 

The second survey asked more than 200 businesses in the U.S.
aDQWt tJeir strateIies HQr eHHective HraWF OanaIeOent� cWstQOer 
iFentificatiQn� anF aWtJenticatiQn� inclWFinI investOents relateF tQ 
security and customer experience. 

%QOpanies ranIeF in si\e HrQO ������ OilliQn tQ aDQve ��$ in 
revenWe� +nFWstries tJat cQOpleteF tJe sWrve[ inclWFe retail DanMs� 
fintecJ� cQnsWOer tecJnQlQI[ anF electrQnics� pa[Oent s[steO 
providers, and many other companies from a range of verticals. 
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Old methods and new 
technology drive fraud
losses, and keep
security a top concern 
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It’s often said that fraudsters follow opportunity, 
and the ongoing economic uncertainty and political 
volatility in 2023 provided a fraud landscape ripe with 
opportunities. Add to that, technology advancements 
and new digital tools like GenAI have made it easier 
tJan ever DeHQre tQ eZplQit cQnsWOers� All tJe wJile� 
fraudsters continue to leverage fruitful legacy tactics 
tQ tarIet tJe pWDlic� 

This perfect storm of uncertainty, technology 
advancement, and opportunity has hit consumers 
JarF� wJQ repQrteF OQre tJan ��� DilliQn in HraWF 
losses in 2023, according to the Federal Trade 
%QOOissiQn� 6Jis staIIerinI nWODer representeF 
a 14% increase over the previous year and the 
highest dollar amount ever reported.1 Meanwhile, 
��� QH creFit carF JQlFers in tJe 7�5� Jave Deen 
victiOi\eF D[ HraWF� witJ ��� eZperiencinI HraWF 
multiple times. Last year, 52 million Americans had 
HraWFWlent cJarIes Qn tJeir creFit Qr FeDit carFs� witJ 
WnaWtJQri\eF pWrcJases eZceeFinI �� DilliQn�2

Coupled with other forms of identity-related fraud 
like theft and account takeover, U.S. adults lost a 
tQtal QH ��� DilliQn tQ iFentit[ tJeHt anF HraWF in �����3  

1 Jttps���www�Htc�IQv�news�events�news�press�releases���������natiQnwiFe�HraWF�lQsses�tQp����DilliQn������Htc�steps�eHHQrts�prQtect�pWDlic
2 https://www.security.org/digital-safety/credit-card-fraud-report
3 https://www.aarp.org/money/scams-fraud/info-2024/identity-fraud-report.html
4 Jttps���www�p[Onts�cQO�stWF[�state�QH�HraWF�anF�financial�criOe�in�tJe�WniteF�states�aOl
5 Jttps���DanMinILQWrnal�aDa�cQO���������nasFaS�finFs�scaOs�leF�tQ�����DilliQn�in�lQsses�in�����
6 Jttps���www�aOericanDanMer�cQO�news�HraWF�cQst����D�illicit�OQne[�tQppeF��t�in������nasFaS�repQrt

_ M A R K E T  C O N T E X T

/QreQver� Oan[ eZperts Delieve tJe nWODer cQWlF De 
even JiIJer DecaWse it FQesnŦt taMe intQ accQWnt lQsses 
that went undetected or unreported, due to the shame or 
stiIOa QH DeinI scaOOeF� 

Consumers weren’t alone in feeling the impact of fraud. 
/Qre tJan ��� QH larIe 7�5� financial institWtiQns 
assets 
Qver �� DilliQn� eZperienceF increases in tJe nWODer QH 
HraWF attacMs anF financial criOe inciFents�4 Moreover, 
HraWF scaOs anF DanM HraWF scJeOes resWlteF in OQre 
tJan ����$ in lQsses IlQDall[�5

$e[QnF cQnsWOers anF DWsinesses� it Iets wQrse� 6Je 
nearl[ JalH a trilliQn FQllars in HraWF LQins a HlQw QH illicit 
FQllars HrQO reIiQnal anF IlQDal HraWF rinIs tJat HWnF 
FrWI traHficMinI� JWOan traHficMinI� terrQrisO� anF QtJer 
criminal activity.6 “There’s a saying in the fraud industry 
that taking over a checking account or stealing an 
identity is the ‘nicest’ thing a fraudster will do that day,” 
saiF -atJleen 2eters� 'ZperianŦs %JieH +nnQvatiQn 1Hficer 
for Fraud and Identity. “When we stop or prevent fraud, 
we are nQt Qnl[ prQtectinI cQnsWOers anF DWsinesses� 
DWt preventinI a litan[ QH JeinQWs criOes tJQse stQlen 
dollars fund,” she said.
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7�5� cQnsWOers are increFiDl[ active Qnline� cQnFWctinI a variet[ QH activities Qn a Fail[ Dasis� 
With this activity comes the awareness that there are risks involved with their digital lives.

 As sWcJ� tJis [earŦs researcJ sJQweF OQst 7�5� cQnsWOers Jave a OQFerate cQncern aDQWt 
conducting activities online, with 40% saying they’re ‘somewhat concerned’ and 11% reporting 
tJat tJe[ are ťver[ cQncerneFŦ aDQWt cQnFWctinI activities Qnline� 9Jile itŦs still a JiIJ nWODer� 
tJese nWODers are FQwn aDQWt ten percent HrQO tJe previQWs [ear� wJicJ is sWrprisinI 
considering the increase in fraud losses reported. 

5iOilarl[� respQnFentsŦ HeelinI QH DeinI a tarIet Qnline alsQ 
decreased, with 39% saying they felt like they were more of a 
target online than they were a year ago, which is a 13% drop from 
last year’s report.  

One could interpret the decrease in consumers’ concern for 
cQnFWctinI Qnline activities anF tJeir HeelinI QH DeinI tarIeteF 
online as a signal that consumers are feeling safer online. It’s 
OQre liMel[ tJat cQnsWOers Jave LWst resiIneF tJeOselves tQ tJe 
inevitaDilit[ Qr WDiSWit[ QH HraWF� as tJe[ reOain cQncerneF aDQWt 
specific Qnline secWrit[ tJreats�

%QnsWOers ranMeF iFentit[ tJeHt 
���� anF stQlen creFit carF 
inHQrOatiQn 
���� as tJeir tQp Qnline secWrit[ cQncerns� a si\eaDle 
LWOp 
���� HrQO tJe previQWs [ear HQr DQtJ t[pes� +n Hact� tJese 
two fraud concerns have remained consistently at top of mind for 
consumers for the last four years.  

0QtaDl[� [QWnIer cQnsWOers 
tJQse WnFer tJe aIe QH ���� 
generally show less concern towards these two areas: identity 
tJeHt 
���� anF stQlen creFit carF inHQrOatiQn 
�����  AFFitiQnall[� 
HQr ����� Qnline privac[ 
����� pJisJinI eOails Qr pJQne scaOs 

����� anF Halse inHQrOatiQn Qr HaMe news anF aFs 
���� rQWnF 
QWt tJe tQp five Qnline secWrit[ cQncerns HQr 7�5� cQnsWOers� 

Table 01:  %QnsWOer cQncerns D[ HraWF t[pe anF aIe cateIQr[

75% 76%
87% 89%

Identity
Theft

18-24 25-39 40-54 55-69

74% 71%
81% 86%

18-24 25-39 40-54 55-69

Credit Card
Information 
Being Stolen

59%
64% 69% 70%

18-24 25-39 40-54 55-69

50%
61% 67% 68%

18-24 25-39 40-54 55-69

Online 
Privacy

Fake/Phishing 
Emails, 
Messages 
or Phone Scams
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Are consumers feeling 
safer online? 
The results are mixed.
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7�5� DWsinesses are WnwaverinI in tJeir cQncern aDQWt HraWF� witJ OQre 
tJan JalH QH DWsinesses sa[inI tJe[ FiscWss HraWF OanaIeOent QHten� 
anF ��� QH DWsinesses inFicatinI tJat HraWF is alwa[s FiscWsseF� +tŦs nQt 
a sWrprise� tJen� tJat nearl[ JalH QH DWsinesses 
���� repQrt a OeFiWO 
level QH cQncern aDQWt tJe risM QH HraWF tQwarFs tJeir QrIani\atiQns anF 
41% saying they have a high level of concern. It’s important to note, that 
though they represented a small portion of survey respondents, retail 
DanMs sJQweF FirectiQnall[ JiIJer cQncern 
���� aDQWt tJe risM QH HraWF 
in their institutions.  

%Qncern anF cQnversatiQn seeO tQ De translatinI tQ a Detter 
understanding of the impact of fraud. In this year’s survey, 59% of 
DWsinesses saiF tJe[ ťcQOpletel[ WnFerstanFŦ tJe iOpact QH HraWF 
Qn tJeir DWsiness� &iIital�Qnl[ retailers anF retail DanMs claiOeF a 
directionally stronger grasp on the impact of fraud in their verticals at 
��� anF ��� respectivel[� repQrtinI a ťcQOpleteŦ WnFerstanFinI�  
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Better understanding or not, commercial fraud losses 
cQntinWe tQ increase� 1ver ��� QH DWsinesses sWrve[eF 
said that their losses due to fraud had either increased 
siInificantl[ OQre 
���� Qr sQOewJat OQre 
���� 
compared to previous years. Interestingly, Fintech and Click-
n-mortar retailers reported the greatest decrease in fraud 
lQsses 
� pts� cQOpareF tQ QtJer sectQrs�  

And all this is leading to increased stress for U.S. 
DWsinesses� %[DercriOe was citeF as tJe QperatiQnal 
cJallenIe pWttinI tJe OQst stress Qn tJeir DWsiness D[ ��� 
QH cQOpanies in tJis [earŦs sWrve[� )enerative A+ 
)enA+� 
HraWF anF�Qr Feep HaMes 
����� 2�2 pa[Oent scaOs 
���� 
iFentit[ tJeHt 
���� anF transactiQn HraWF 
���� rQWnF QWt 
tJe tQp five stressQrs� 0QtaDl[� lQQMinI acrQss cQOpanies 
QH FiHHerent si\e� 6ier � DWsinesses listeF )enA+ HraWF 
���� 
as tJeir DiIIest stressQr� /eanwJile� retail DanMs citeF 
synthetic identity fraud as the operational challenge putting 
tJe OQst stress Qn tJeir DWsiness� 
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More concern, 
more confidence
but more fraud for
U.S. businesses

+

but more fraud for

Table 02:  A look at online safety and security
 over the years [ 2022 - 2024 ]

68%
61%

80%

US CONSUMERS 
“SOMEWHAT” OR 
“VERY” CONCERNED 
ABOUT 
CONDUCTING 
ACTIVITIES 
WHILE ONLINE 

2022 2023 2024



1verall in ����� AccQWnt 6aMeQver (raWF 
����� +Fentit[ tJeHt 
���� anF (raWFWlent 
0ew AccQWnt 1peninIs 
���� were tJe OQst eZperienceF HraWFWlent events� 
*Qwever� in lQQMinI at tJe first part QH ����� a Dit QH LQcMe[inI Jas QccWrreF� witJ 
+Fentit[ 6JeHt 
����� A22 (raWF 
����� anF 0ew AccQWnt 1peninI (raWF 
���� DeinI 
the most experienced events. 

$Wsinesses are OQst cQnfiFent in tJeir aDilit[ tQ prQtect aIainst (irst 2art[ (raWF 

���� anF 6ransactiQnal 2a[Oent (raWF 
����� At tJe QtJer enF QH tJe spectrWO� 
%[DercriOe 
���� anF  )enA+ (raWF anF &eep (aMes 
���� are tJe tQp eZpecteF 
cJallenIes tJat DWsinesses tJinM tJe[ will encQWnter in tJe neZt ��� [ears� 

9Jen lQQMinI at pQtential areas QH investOent tQ cQODat HraWFWlent events� 
DWsinesses are priOaril[ enIaIeF in iOprQvinI anF DWilFinI new A+ OQFels tJat 
aFFress nQn�cWstQOer FecisiQns 
���� anF in preventinI A22 HraWF 
�����
These areas are expected to receive greater investment throughout 2024.

%QnsWOers anF DWsinesses aliMe cQntinWe tQ De aliIneF in tJeir cQncerns 
aDQWt HraWF� 6JQWIJ tJe[ Oa[ Heel a Dit saHer Qnline� cQnsWOers Jave 
cQnsistent cQncerns witJ specific HraWF t[pes� AnF witJ tJeir increasinIl[ 
digital lives, comes new fraud risks from tried-and-true methods and advancing 
tecJnQlQIies liMe Ienerative A+ 
)enA+�� As sWcJ� cQntinWeF investOent in 
sQlWtiQns tQ cQODat HraWF will De iOpQrtant� *Qwever� HQcWsinI Qn Qne t[pe QH 
HraWF will leave DWsinesses anF tJeir cWstQOers eZpQseF in QtJer areas� AnF 
cQOpanies wQnŦt De aDle tQ aHHQrF tJe IaOe QH HraWF wJac�a�OQle� 

6Q Meep pace witJ tJe OarMet� DWsinesses will neeF tQ appl[ a OWlti�HaceteF 
strategy that leverages the right data and tools in an orchestrated way that 
DrinIs tQ Dear OWltiple t[pes QH recQInitiQn anF secWrit[ tQ stQp all t[pes QH 
HraWF� wJile allQwinI IenWine cWstQOers tJrQWIJ tJeir DW[inI LQWrne[�
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ACCOUNT TAKEOVER 32%

IDENTITY
THEFT 31%
FRAUDULENT NEW
ACCOUNT OPENINGS &
NEW APPLICATIONS

29%

TRANSACTIONAL 
PAYMENT FRAUD

FIRST PARTY FRAUD

29%

PEER-TO-PEER (P2P)
PAYMENT SCAMS 29%
AUTHORIZED PUSH OR
WIRE TRANSFER 
PAYMENT (APP) FRAUD 29%

31%

6aDle ���  6Qp OQst encQWntereF HraWF events repQrteF D[ 7�5� DWsinesses  
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Consumers and businesses 
align on security and 
experience but not 
so much on trust

+
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Passwords

45% 42% 40% 38%
Multi-factor/
Two-Factor 

Authentication

Captcha/
Re-Captcha 

or other image-
based solutions

Security
Questions

Security 
Measures/
Devices in

Hand

48%

Consumers are active online, 
DWt QpeninI Hewer accQWnts

6Je IlQDal panFeOic WsJereF in an era QH WnpreceFenteF cJanIe anF FiIital 
transHQrOatiQn nQt seen DeHQre� %QnsWOers eODraceF tJis sJiHt anF it reFefineF 
JQw tJe[ apprQacJ OQst� iH nQt all QH tJeir sQcial anF DWsiness interactiQns� A 
OaLQrit[ QH cQnsWOers 
���� inFicateF tJat eOail was tJe Qnline activit[ tJe[ 
enIaIeF in tJe OQst� HQllQweF clQsel[ D[ Ieneral OeFia 
;QW6WDe� )QQIle� etc�� 
in secQnF place at ���� AnF itŦs tJeir enIaIeOent witJ tJese tecJ Iiants tJat 
is helping to drive consumers’ expectations for their online and even real-life 
eZperiences� 0Q lQnIer are tJe[ DQWnF D[ DricM�anF�OQrtar DWsiness JQWrs� 
IeQIrapJ[ Qr Fevice� 6Je[ can nQw eHHQrtlessl[ LWOp HrQO FiIital cJannel tQ app� 
online to offline.  

And with all this ease comes more expectation—the desire for more convenience, 
anF increaseF accessiDilit[� witJQWt IivinI Wp secWrit[� As sWcJ� cQnsWOer 
eZpectatiQn tJat DWsinesses will react tQ tJeir HraWF cQncerns Jas reOaineF JiIJ 

aDQve ���� Qver tJe [ears� clQcMinI in at ��� tJis [ear�  

Consumers also remain unchanged on the kinds of technologies they feel are 
secWre anF create a pQsitive Wser eZperience�  AnF DWsinesses Heel liMe tJe[ Jave 
it right. More than three-quarters of companies in our survey were extremely 
Qr ver[ cQnfiFent tJat tJe secWrit[ OeasWres tJe[ intenF tQ invest in are wJat 
their customers want. And the data seems to support that assertion, which is a 
siInificant cJanIe HrQO last [earŦs repQrt�  

5everal QH tJe OetJQFs cQnsWOers finF OQst secWre anF Feliver a Detter 
eZperience are alsQ tJQse OetJQFs cWrrentl[ WseF D[ DWsinesses tQFa[� 
$Wsinesses citeF OWlti�HactQr aWtJenticatiQn 
���� anF tJe Wse QH 2asswQrFs 

���� as tJe OQst WseF HraWF preventiQn OetJQFs� HQllQweF D[ secWrit[ SWestiQns 

����� OeasWres tJat reSWire a cWstQOer tQ Jave a Fevice in�JanF� i�e� Qne�tiOe 
passcQFes 
���� anF %aptcJa Qr QtJer iOaIe�DaseF sQlWtiQns 
����� 

_ M A R K E T  C O N T E X T Table 04:  6Qp � OeasWres cWrrentl[ WseF D[ DWsiness HQr FetectinI anF prQtectinI aIainst HraWF
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+ncreaseF cQncern aDQWt Qnline secWrit[ FQesnŦt seeO tQ De FaOpeninI cQnsWOersŦ Qnline activit[� 0Qt Qnl[ are 
cQnsWOers IQinI Qnline HQr eOail anF Ieneral OeFia Wse� DWt tJe[Ŧre alsQ QpeninI new accQWnts anF transactinI 
DWsiness� 9Jile JiIJ�incQOe JQWseJQlFs sJQweF tJe[ were less liMel[ tQ Wse Ieneral OeFia tJan QtJer incQOe 
DracMets� insteaF tJe[Ŧre IQinI Qnline tQ cQnFWct activities sWcJ as pa[inI Dills� OaMinI Qnline pWrcJases� anF 
cQnFWctinI persQnal DanMinI� +nterestinIl[� acrQss all incQOe levels� cQnsWOers wJQ are ����� anF ����� were 
FirectiQnall[ OQre liMel[ tQ IQ Qnline HQr financial activities liMe appl[inI HQr a car Qr JQOe lQan� 

$Wt JereŦs wJere it Iets interestinI� 'ven witJ cQnsistent Qnline activit[� we QDserveF a Fecrease in tJe nWODer QH 
new accounts opened in the last six months. This year, 41% of consumers reported having opened a new account in 
the past six months, which is down 14%, from 55%, in last year’s report.  

However, of those consumers who opened a new online account, 63% reported having opened 2 or more accounts. 
1ver JalH 
���� starteF accQWnts witJ QrIani\atiQns tJat tJe[ JaF nQ previQWs interactiQns witJ� +nterestinIl[� JiIJ�
incQOe JQWseJQlFs 
���� anF cQnsWOers aIeF ����� 
���� were OQre liMel[ tQ Jave QpeneF an accQWnt� wJereas 
cQnsWOers aIeF ����� QpeneF tJe least 
�����  5treaOinI services 
���� anF 2a[Oent s[steO prQviFers 
���� 
were tJe OQst QpeneF accQWnts� witJ 2eer�tQ�peer 
2�2� pa[Oent apps 
����� sQcial OeFia apps 
����� anF retail 
DanMs 
���� rQWnFinI QWt tJe tQp five� 

PIN CODES

PASSWORDS

ACCOUNT USERNAME

SECURITY QUESTIONS

86%

79%

78%

69%

PIN CODE SENT TO MOBILE DEVICE

PHYSICAL BIOMETRICS

BEHAVIORAL BIOMETRICS

PASSWORDS

SECURITY QUESTIONS

71%

70%

66%

63%

58%ACCOUNT DETAILS 66%

Customer 
experience and 
retention improving

Table 05:  Top 5 measures that make consumers feel most secure

Table 06:  6Qp OeasWres tJat cQnsWOers sa[ are iOpQrtant tQ a Detter Qnline eZperience

PIN CODES

PASSWORDS

ACCOUNT USERNAME

SECURITY QUESTIONS

86%

79%

78%

69%

PIN CODE SENT TO MOBILE DEVICE

PHYSICAL BIOMETRICS

BEHAVIORAL BIOMETRICS

PASSWORDS

SECURITY QUESTIONS

71%

70%

66%

63%

58%ACCOUNT DETAILS 66%

++It appears from this year’s research that the 
accQWnt QpeninI prQcess Jas DecQOe OQre 
seaOless� 6Jis [ear� Qnl[ ��� QH cQnsWOers 
considered stopping a new account opening 
due to friction in the process, down from 
��� in last [earŦs repQrt� .iMewise� Qnl[ ��� 
of consumers reported actually moving their 
DWsiness tQ anQtJer QrIani\atiQn� steOOinI 
from their account opening experience. This 
was an improvement from last year’s report, 
wJere ��� QH cQnsWOers repQrteF OQvinI 
tJeir DWsiness elsewJere�  

In a further showing of the importance of a 
positive account opening experience, 66% of 
consumers reported remaining with the same 
DWsiness DecaWse QH tJeir pQsitive eZperience 
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%QnsWOers are recQIni\inI tJe cQnnectiQn Detween iFentit[ anF a pQsitive cWstQOer 
eZperience� anF DWsinesses seeO tQ De respQnFinI in MinF� +n Hact� ��� QH cQnsWOers 
sWrve[eF eZpresseF it was eZtreOel[ Qr ver[ iOpQrtant HQr DWsinesses tQ De aDle tQ 
recognize them online.  

6Jis aDilit[ tQ repeateFl[ iFentiH[ cQnsWOers can translate tQ trWst� 1ne�tJirF 
���� 
QH cQnsWOers inFicateF tJe[ are eZtreOel[ Qr ver[ trWstinI QH DWsinesses tJat can 
accQOplisJ eas[ anF accWrate iFentificatiQn� /QreQver� ��� saiF tJe[ are OQre 
trWstinI QH DWsinesses wJen tJe[ FeOQnstrate siIns QH secWrit[� 

Better experience & consistent 
identity confirmation can lead to 
increased trust,  but are they?

40% 37% 35%
42%

Consideration to 
stop new 
account opening 
process

18-24 25-39 40-54 55-69

Table 07:  $reaMFQwn QH cQnsWOers D[ aIe� wJQ Jave OQveF 
tJeir DWsiness elsewJere FWe tQ a neIative eZperience

(inancial services cQOpanies seeOeF tQ De tJe DiIIest Deneficiaries QH tJis trWst� witJ 
retail DanMs� 2�2 .enFinI anF $W[ 0Qw 2a[ .ater financinI listeF as tJe tQp trWsteF 
QrIani\atiQns D[ 7�5� cQnsWOers� eacJ at ���� 2�2 pa[Oent apps anF pa[Oent 
s[steO prQviFers rQWnF QWt tJe tQp five at ��� eacJ�  

$Wt tJis isnŦt necessaril[ IQQF news� as we QDserveF an Qverall Fecrease in cQnsWOer 
trWst acrQss inFWstries in tJis [earŦs Fata� witJ trWst nWODers FrQppinI ������ HQr 
all inFWstries� 0QtaDl[� tJe leaFers HrQO last [earŦs repQrt� tecJ prQviFers anF Qnline 
gaming companies, each dropped more than 20%, landing themselves out of the top 
five OQst trWsteF inFWstries�
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Perhaps it’s not surprising when you consider the 
Qverall FrQp in cQnsWOer trWst� DWt interestinIl[� 
tJis [ear we QDserveF a siInificant Fecline in 
consumers who indicated they were ‘very willing’ 
to share their personal data. In 2022, 25% of US 
consumers said they were ‘very willing’ to share 
tJeir persQnal Fata witJ DWsinesses Qnline� tJis 
nWODer rQse tQ ��� in ����� JQwever� FecreaseF 
to 9% in this year’s data. 

Overall, consumers showing any willingness to 
sJare Fata sta[eF cQnsistent at arQWnF ���� 
DWt tJe Fecrease in willinIness anF FecreaseF 
consumer trust are signaling shifts in the market 
tJat DWsinesses sJQWlF De OinFHWl QH�  

Decreased trust = 
less wil l ingness to 
share data 
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Table 08:  $reaMFQwn QH tJe OQst trWsteF DWsinesses D[ seIOent

RETAIL 
BANKS

PEER-
TO-PEER
(P2P)
LENDING

BUY NOW,
PAY LATER
PAYMENT
FINANCING 

PEER-
TO-PEER
(P2P)
PAYMENT
 APP

PAYMENT
SYSTEM 
PROVIDERS

TECH 
PROVIDERS

ONLINE
GAMING 
COMPANY

RETAIL 
BANK

PAYMENT 
SYSTEM 
PROVIDERS

41% 37% 34%35%
23% 23%23% 20%20%

2024

RETAIL 
BANKS

PEER-
TO-PEER
(P2P)
LENDING

BUY NOW,
PAY LATER
PAYMENT
FINANCING 

PEER-
TO-PEER
(P2P)
PAYMENT
 APP

PAYMENT
SYSTEM 
PROVIDERS

TECH 
PROVIDERS

ONLINE
GAMING 
COMPANY

RETAIL 
BANK

PAYMENT 
SYSTEM 
PROVIDERS

41% 37% 34%35%
23% 23%23% 20%20%

2024 2023
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Clearly, consumers have high expectations for a secure and seamless experience 
with the companies they engage with. But this year’s data showed some seemingly 
cQntraFictQr[ resWlts� %QnsWOers sa[ tJe[ trWst DWsinesses tJat sJQw siIns QH secWrit[� 
anF DWsinesses tJat can repeateFl[ anF accWratel[ iFentiH[ tJeO� /Qst QH tJe secWrit[ 
measures that make consumers feel safe and create a positive consumer experience 
are tJe Qnes cWrrentl[ DeinI WseF D[ cQOpanies� /QreQver� DWsinesses are cQnfiFent 
that the security measures they intend to invest in, in the future, are the ones consumers 
want. Meanwhile, new account openings are down, in addition to consumer trust. This 
[earŦs Fata sJQweF sQOe seeOinIl[ cQntraFictQr[ resWlts� DWt sJQWlF it cQOe as a 
sWrprise! %QnsWOers are a ficMle DWncJ anF wJile tJis is HrWstratinI HQr DWsinesses� itŦs 
nothing new.  

Perhaps when we look at what’s happening in the U.S. and on the world stage, this 
year’s results are even less surprising. The decrease in consumer trust in our survey 
is consistent with similar results in other industry research, such as Gallup’s recent 
cQnfiFence inFeZ�� Additionally, Qualtrics recently found� that consumer trust had 
dropped to its lowest level since 2016, on par with trust levels from 2012. As trust levels 
Jave IQne FQwn� cQncerns aDQWt Qnline secWrit[� Fata anF privac[ Jave increaseF� 6Jis 
Jas Qnl[ Deen eZacerDateF D[ tJe eOerIence QH )enA+� 6JQWIJ tJe[Ŧve FippeF a Dit� 
interest rates reOain JiIJ FWe tQ stWDDQrn inHlatiQn levels� +n tWrn� financial institWtiQns 
have tightened lending criteria and demand for capital has gone down.  

6Je FQts are nQt JarF tQ cQnnect� Qnce [QW lQQM at tJe DiIIer pictWre� $Wt wJat are 
DWsinesses sWppQseF tQ FQ in respQnse! .etŦs start witJ wJat we FQ MnQw� wJile 
accQWnt QpeninI nWODers Oa[ Jave FippeF tJis [ear� tJe[Ŧre still nQtaDl[ JiIJ anF 
FirectiQnall[ siInificant� /QreQver� a siInificant nWODer QH inFiviFWals wJQ QpeneF new 
accQWnts repQrteF QpeninI aFFitiQnal accQWnts� AnF a nQtaDle nWODer QH cQnsWOers 
reported staying with an entity due to a positive account opening experience. Altogether, 
this means that there are still consumers shopping for credit and services, and they 
respond to positive experiences with more commerce.  

_ E X P E R I A N  P E R S P E C T I V E

At tJe intersectiQn QH secWrit[� accessiDilit[� anF cQnvenience is iFentit[� $einI 
aDle tQ SWicMl[ anF accWratel[ cQnfirO cQnsWOers are wJQ tJe[ sa[ tJe[ are� is 
paramount to a secure, personalized experience. What this year’s data does show 
is tJat cQOpanies will neeF tQ FQWDle FQwn Qn tJeir aDilit[ tQ easil[� accWratel[� 
anF repeateFl[ cQnfirO cQnsWOer iFentities� 6Jis is nQt Qnl[ HQr secWrit[� HraWF 
prevention and trust, it could also impact consumers’ willingness to share data in 
tJe HWtWre� 6Jis in tWrn cQWlF iOpact DWsinessesŦ aDilit[ tQ cQntinWe tQ prQviFe a 
secure, personalized experience.  

6Je aFaIe is still trWe� [QW Qnl[ Iet Qne cJance tQ OaMe a first iOpressiQn� 
First impressions are strong influencers on trust and set the tone and the course 
QH tJe HWtWre cWstQOer relatiQnsJip� $Wt IettinI tJat first eZperience riIJt is LWst tJe 
first step� %QnsWOers want tQ MnQw DWsinesses are prQtectinI tJeO anF tJat tJeir 
eZpectatiQns are DeinI Oet� $Wsinesses sJQWlF cQnsiFer reOinFinI cQnsWOers 
what they’re doing to protect them. This shouldn’t come in the form of additional 
HrictiQn� JQwever� DWt siInpQstinI tJe secWrit[ OeasWres tJe[ Jave in place tQ 
prQtect cQnsWOers tJrQWIJQWt tJeir cWstQOer LQWrne[�  

$e[QnF increaseF cQnsWOer enIaIeOent� DWsinesses will neeF tQ lQQM at tQQls liMe 
DeJaviQral anal[tics anF QtJer HraWF preventiQn tecJnQlQIies tJat eZaOine DeJaviQr 
patterns tQ SWicMl[ FisarO DQt attacMs� Qr cQQrFinateF HraWF attacMs� 6Jese cQWpleF 
witJ s[steOs tJat allQw HQr accWrate anF repeataDle iFentit[ cQnfirOatiQn anF 
verificatiQn� will ensWre DWsinesses nQt Qnl[ estaDlisJ trWst witJ cQnsWOers DWt can 
keep and grow that trust. 
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The meteoric rise of 
GenAI and the resulting 
implications 
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)enerative A+ 
)enA+� is a sWDset QH artificial intelliIence tecJniSWes tJat 
invQlve alIQritJOs capaDle QH creatinI realistic cQntent� sWcJ as teZt� 
music, images, code, etc. from input data. These systems, like Chat 
GPT, DALL-E, and others use machine-learning models, especially deep 
learning, that are trained on vast data sets that work in a self-supervised 
way to identify patterns for a wide range of tasks, generating outputs 
that mimic human-created content.  

If its pervasiveness in the cultural zeitgeist isn’t enough of an indication, 
)enA+ is OQre tJan LWst tJe latest tecJ trenF� 9Jat starteF as tJe OQst 
J[peF tecJ stQr[ QH ����� SWicMl[ tWrneF intQ sQOe QH tJe DiIIest 
DWsiness news QH ����� %QOpanies liMe 08+&+A saw tJeir stQcM sQar 
due to increased and anticipated demand for chips to train and run AI 
models and programs.  

From the typewriter to the computer, previous technological 
DreaMtJrQWIJs Jave transHQrOeF tJe wa[ peQple wQrM� 6Jese alQnI 
witJ a litan[ QH QtJer innQvatiQns were tQWteF HQr iOprQveF eHficienc[ 
and increased worker output. It’s these same characteristics, along with 
a litany of others including upskilling workers, data mining, improving 
cWstQOer eZperience� etc� tJat are FrivinI DWsiness aFQptiQn QH )enA+� 

8eri\Qn is sWccessHWll[ WsinI )enA+ tQ iOprQve cWstQOer satisHactiQn 
and loyalty.9 Expedia and Wayfair are leveraging it in the form of AI 
assistants sQ cWstQOers can Detter leveraIe tJeir travel anF JQOe FȩcQr 
services, respectively.10 Meanwhile, tech companies like Microsoft and 
AFQDe Jave alreaF[ eODeFFeF )enA+ capaDilities intQ tJeir platHQrOs 
anF prQFWcts tJat tJeir cWstQOers Wse ever[ Fa[� 6Je pQssiDilities are 
seemingly endless, as is the impact. Some strategists are saying the 
DQQO cQWlF Feliver ����$ tQ 75 )&2 in tJe neZt FecaFe� IlQDall[ tJe 
iOpact cQWlF De even OQre sWDstantial at ���6 Ţ ���6�11

Table 09:  $reaMFQwn QH 5tress 2ercentaIes HQr %[DercriOe � )enA+ (raWF acrQss inFWstries

_ M A R K E T  C O N T E X T
Unsurprisingly, companies in our 2024 survey also see the 
Denefit QH )enA+ in tJeir DWsinesses� 1verall� tJe[ repQrteF 
high engagement and investment in Gen AI, as well as AI 
models that improve customer decisions, and Gen AI security 
solutions.  

9Jile DWsinesses seeOeF DWllisJ Qn tJe Wtilit[ QH )enA+ tQ 
create eHficiencies anF iOprQve cWstQOer eZperiences� tJe[ 
do see the potential negative impacts it can have. In this 
year’s survey, GenAI fraud and deep fakes came in second 
on the list of top operational challenges putting stress on 
DWsinesses� +t was preceFeF Qnl[ D[ %[DercriOe� at ���� 
an area of fraud that is increasingly employing GenAI to 
perpetrate criOes� +nterestinIl[� 6ier � DWsinesses listeF 
GenAI fraud as their top stress point.  

Stressed 
DWt DWll isJ
on GenAI
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26%
26%

42%
40%

55%
40%

47%
47%

33%
49%

70%
50%

RETAIL BANKING

FINTECH

DIGITAL-ONLY RETAILER

CLICK + MORTAR RETAILER

CONSUMER TECHNOLOGY &
ELECTRONICS

TELECOM PROVIDER

cybercrime

generative artif icial intel l igence 
fraud &/or deep fakes

9    Jttps���www�reWters�cQO�tecJnQlQI[�artificial�intelliIence�veri\Qn�Wses�Ienai�iOprQve�cWstQOer�lQ[alt[�����������
10 Jttps���www�wsL�cQO�articles�JQw�FiF�cQOpanies�Wse�Ienerative�ai�in������Jeres�a�lQQM�at�five�earl[�aFQpters��e��c�D�
11 https://www.ey.com/en_us/insights/ai/productivity-potential-gen-ai
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+tŦs clear DWsinesses are cQncerneF� even stresseF D[ tJe iFea QH )enA+ HraWF� 
JQwever� tJe[ FQnŦt seeO tQ De priQriti\inI HWnFinI resQWrces tQ iFentiH[ Qr 
prevent it� 9Jen asMeF aDQWt initiatives tJe[ were activel[ pWrsWinI in ����� 
preventing and detecting GenAI fraud and deepfakes came in 9th on the list. 

(WrtJerOQre� wJen asMeF aDQWt tJe OQst iOpQrtant pQtential investOent areas 
for 2024, detecting and preventing GenAI fraud and deepfakes didn’t make the 
top 5, it didn’t even make the top 10! Preventing GenAI fraud came in 12th on the 
list QH OQst iOpQrtant investOent areas� at ��� DeJinF FetectinI anF preventinI 
iFentit[ tJeHt� first�part[� s[ntJetic iFentit[ HraWF� anF QtJer leIac[ HraWF t[pes� in 
addition to initiatives directed more at customer experience.  

Table 10:  Most important investment areas for 2024
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Moreover, detecting and preventing Gen AI fraud and deep fakes is tied with 
FetectinI anF preventinI c[DercriOe as tJe Ireatest areas iOpactinI tJe JealtJ 
QH DWsinesses Ţ DQtJ repQrteF D[ ��� QH DWsinesses� AnF DWsinesses MnQw tJis 
stress isn’t going away anytime soon. Looking to the next 2-3 years, AI fraud is 
eZpecteF tQ De tJe secQnF Ireatest cJallenIe HQr DWsinesses 
����� AnF Fespite 
JiIJ cQncern� cQnfiFence in DeinI aDle tQ aFFress Ienerative A+ HraWF is lQw� as 
tJe secQnF lQwest cQnfiFence� cQOinI in at ��tJ Qn tJe list QH �� at ���� 

14% 12% 12% 11%
Implementing 
new analytics 
methods and 
new Artificial 
Intelligence (AI) 
models to 
improve customer 
decisions

17% 11%
Improving how 
we detect and 
prevent 
cybercrime

Implementing 
new analytics 
methods and  
new Artificial 
Intelligence (AI) 
models to 
improve other 
items that are not 
customer 
decisions

Improving how 
we detect and 
prevent 
authorized push 
payment (APP) 
fraud

Strengthening 
the security of 
our mobile/digital 
channels

Improving how 
we detect and 
prevent first 
party fraud

Putting your money where your stress is
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+tŦs saHe tQ sa[� )enA+ is nQt Qnl[ cJanIinI tJe wa[ we wQrM� DWt alsQ tJe 
way we live, learn, and play. Consumers are not only taking notice of GenAI 
DWt Fare we sa[ it� tJe[Ŧre eZciteF�12 6Je[Ŧre QDservinI tJe Denefit )enA+ is 
JavinI in tJe wQrMplace� DWt reactiQns are OiZeF wJen it cQOes tQ WsinI 
it in everyday life, with concerns around ethics and the potential future 
effects of its use. 

%QnsWOers in QWr sWrve[ seeO a Dit slQw tQ aFQpt )enA+� witJ ��� 
repQrtinI WsinI A+�Friven cJatDQts liMe %Jat)26� 9Jile still lQw� tJere are 
sQOe nQtaDle spiMes in cQOparative WsaIe acrQss aIe� incQOe level anF 
reIiQn� ����� [ear QlFs 
����� JiIJ�incQOe Wsers 
����� anF cQnsWOers in 
tJe 9est 
�����  

Excitement about GenAI 
does not equal adoption
with consumers

In looking at more recent adoption, only 10% of new account openings in the last 
siZ OQntJs were relateF tQ )enA+ cJat prQIraOs liMe %Jat)26� A+�Friven cJatDQt 
accQWnts are OQst liMel[ tQ Jave Deen QpeneF D[ ��� QH ������[ear�QlFs� wJile 
least liMel[ D[ �� QH ������[ear�QlFs�  

Still, while adoption is still relatively low, recent studies show consumers in 
tJe 7�5� tenF tQ De aJeaF QH QtJer cQWntries� A recent repQrt HrQO (Qrester13

attriDWtes tJis tQ reIWlatQr[ cQnstraints anF Ieneral cQnsWOer attitWFes tQwarF 
the technology in other countries, and that much of the training data for large 
lanIWaIe OQFels 
../s� is in 'nIlisJ� 6Je repQrt IQes Qn tQ sa[ tJat cQnsWOer 
reservations still exist namely around the accuracy of results and the ways 
cQOpanies are WsinI tJe Fata tJat cQnsWOers sWDOit tQ )enA+ s[steOs�  

Interestingly, only 12% of consumers in this year’s survey thought that programs 
liMe %Jat)26 sJQWlF prQtect tJeO wJile tJe[Ŧre Qnline� 6Jis cQWlF De FWe tQ 
cWrrent aFQptiQn levels� DWt OiIJt alsQ De attriDWteF tQ a lacM QH awareness 
around the usage implications. 

Table 11:  A+�&riven %JatDQt 7saIe D[ aIe� incQOe level anF reIiQn
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11%

20%
25%

Household 
Income

Low Medium High

29% 27%

15% 5%
18-24 25-39 40-54 55-69

Age

19%
14%

24%

14%
Northeast Southwest West Southeast Midwest

12%

Region

12 Jttps���www�DcI�cQO�press���april�����cQnsWOers�Ienai�in�tJe�wQrMplace�anF�Fail[�liHe
13 Jttps���www�HQrrester�cQO�repQrt�tJe�state�QH�cQnsWOer�WsaIe�QH�Ienerative�ai������4'5������
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9JetJer tJe aFQptiQn cWrve is steep Qr Hlat� DWsinesses anF cQnsWOers aliMe will 
cQntinWe tQ Feepen tJeir MnQwleFIe anF Wse QH tJe tecJnQlQI[� AnF D[ FesiIn� tJe 
tecJnQlQI[ will retWrn Detter� OQre accWrate QWtpWts Qver tiOe� 1ne tJinI is HQr certain� 
)enA+ is nQ lQnIer a trenF DWt is Jere tQ sta[� 

(raWFsters Jave alsQ seen tJe Denefit in leveraIinI )enA+ tQ cQnFWct HraWF Qn OQre 
wiFespreaF levels� ,Wst as it FQes witJ DWsinesses anF cQnsWOers� tJe tecJnQlQI[ 
allQws HraWFsters tQ SWicMl[ create iOaIes� teZt� anF viFeQ tQ create HaMe DanM 
stateOents� +&s� FWplicate cQOpan[ weDsites� anF even FeepHaMes QH cQOpan[ 
executives with their voice and likeness. Perhaps the most infamous yet occurred in 
early 2024 where scammers used GenAI to create digitally recreated versions of a 
*QnI -QnI cQOpan[Ŧs %(1 anF QtJer eZecWtives tQ transHer ��� OilliQn tQ HraWFsters 
posing as the executives.14   

It’s clear GenAI can and already is supercharging criminals efforts to defraud 
DWsinesses anF cQnsWOers aliMe� .QQM nQ HWrtJer tJan (raWF)26� tJe FarM weD 
cQWnterpart QH %Jat)26� pWrpQse�DWilt tQ enaDle HraWF tJrQWIJ )enA+� 0ew 
capaDilities liMe DeJaviQral anal[tics will De inteIral tQ sta[inI aJeaF QH )enA+ Friven 
HraWF� 6Jis tecJnQlQI[ relies Qn tracMinI DeJaviQr Qr JQw a persQn inpWts Fata� i�e� 
clicMinI a DQZ� eFitinI a particWlar fielF� JQvers Qver DeHQre clicMinI� etc�� anF QtJer 
digital interactions. It can detect and predict if an individual’s intent is malicious. 
Behavioral analytics isn’t collected or tied to a single identity, which makes it 
cJallenIinI HQr )enA+ tQ learn HrQO� Qr iOpersQnate Qr replicate DeJaviQral Fata�  

Meanwhile tried and true methods of fraud will still proliferate and GenAI will only 
make them easier to execute. Perhaps now more than ever, it’s imperative that 
companies utilize a holistic approach to fraud that can prevent and detect and 
OitiIate HraWF atteOpts� 1rcJestratiQn will De iOperative in tJis new HrQntier QH iFentit[ 
anF HraWF� sQ lQQM HQr partners tJat DrinI tQIetJer tJe OQst rQDWst Fata anF leaFinI�
eFIe partners in tJe areas QH iFentit[ verificatiQn� HraWF risM anF aWtJenticatiQn� tQ 
appl[ tJe riIJt tQQl at tJe riIJt tiOe tQ prevent infiltratiQn anF eZpQsWre� 

_ E X P E R I A N  P E R S P E C T I V E

Businesses will also need to work with fraud prevention partners who are continuously 
innQvatinI in tJe Fata� tQQls� anF tecJnQlQI[ tJe[ Wse tQ cQnfirO iFentities� iFentiH[ tJreats 
anF DaF actQrs� anF prevent HraWF�  

9Jile )enA+ Jas seeOinIl[ WnlQcMeF a vast aOQWnt QH HraWF vWlneraDilities� it can alsQ 
De a tQQl HQr IQQF in tJe fiIJt aIainst HraWF� +t can create eHficienc[ anF eHHectiveness in 
HraWF OQnitQrinI D[ anal[\inI larIe aOQWnts QH transactiQnal Fata tQ Fetect an[ WnWsWal 
patterns anF iFentiH[ pQssiDle HraWF� +n aFFitiQn tQ iFentiH[inI HraWF OQre SWicMl[� it can 
also help in reporting that fraud or suspicious activity more promptly as well. 

It can also help drive innovation. “At Experian, we 
cJaOpiQn tJe respQnsiDle Wse QH Ienerative A+ tQ 
accelerate new product and service innovations, drive 
QperatiQnal prQFWctivit[� increase financial inclWsiQn� 
anF HQster a HleZiDle� aFaptive apprQacJ tQ WsinI tJe 
technology,” said Kathleen Peters.  

Companies interested in leveraging GenAI 
should start with forming a risk committee or 
having your risk committee take GenAI under 
cQnsiFeratiQn� 6Jis IrQWp will Jelp Fefine [QWr 
organization’s risk tolerance for GenAI usage 
anF alsQ ensWre saHe� respQnsiDle anF etJical 
use of the tool. Next, look for opportunities to 
implement GenAI into your systems, typically 
tJQse tJat cQWlF Denefit HrQO iOprQveF 
automation and increased productivity. And 
finall[� ensWre [QW are eFWcate [QWr eOplQ[ees 
and stakeholders on what your doing and 
your progress, all the while keeping your risk 
committee engaged. 
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Your partner in bringing 
together data, identity and 
next generation
fraud prevention tools 
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9e cQntinWe tQ QDserve JiIJer inciFences QH accQWnt taMeQver� iFentit[ 
tJeHt� A22 HraWF� anF HraWFWlent new accQWnt QpeninIs� anF DWsinesses are 
siInificantl[ increasinI tJeir HraWF preventiQn investOents in respQnse� At tJe 
saOe tiOe� alOQst all DWsinesses seeO tQ De OQre HQcWseF Qn IrQwinI tJeir 
portfolios, with their online identity strategies focused on security customer 
eZperience� tJe aDilit[ tQ FiIitall[ recQIni\e tJeir cWstQOers� anF anal[tics 
relateF tQ cWstQOer FecisiQninI� 9itJ tJe stress QH c[DercriOe as a tQp 
cQncern� DWsinesses seeO aware QH tJe IrQwinI tJreat QH )enA+ HraWF� DWt 
stopping it is lower on their priority list at this time.  

9itJ cQnsWOer trWst waninI� DWsinesses will neeF tQ cQntinWe tQ HQcWs Qn 
strateIies tJat DWilF trWst� +n particWlar� Ireater investOents are neeFeF in tJe 
secWrit[ tecJnQlQIies tJat allQw all cWstQOers tQ De repeateFl[ iFentifieF anF 
authenticated quickly, accurately and conveniently, all of the time. Moreover, 
DWsinesses sJQWlF cQOOWnicate witJ cQnsWOers aDQWt tJe wa[s tJe[Ŧre 
keeping them safe.  

Additionally, organizations will need to continue to expand their investments in 
ML-driven solutions that can detect and prevent new fraud threats in real-time. 
/QreQver� aFvanceF tecJnQlQIies liMe DeJaviQral anal[tics will De HQWnFatiQnal 
nQt Qnl[ in cQnfirOinI cWstQOers witJ IQQF intentiQns DWt alsQ in stQppinI 
Gen-AI-powered fraud attacks.  

2reventinI HraWF anF prQviFinI a FeliIJtHWl cWstQOer eZperience arenŦt Dinar[ 
anF sJQWlFnŦt De QppQsinI aiOs� $Wt tJatŦs QHten JQw tJe[Ŧre vieweF in tJe 
OarMetplace� %QOpanies sJQWlFnŦt Jave tQ cJQQse Detween prQtectinI 
tJeir s[steOs anF tJeir cWstQOers anF DrinIinI IQQF cQnsWOers intQ tJeir 
DWsiness� AnF witJ 'Zperian� [QW FQnŦt Jave tQ� 9e are cQOOitteF tQ prQviFinI 
our clients with the world-class data, analytics and technologies designed to 
prevent HraWF wJile prQviFinI tJe Dest cWstQOer eZperience� 9e are cQntinWall[ 
innovating and investing in solutions that amplify our fraud risk suite so 
companies can focus on growth. It’s how we helped our clients across the 
IlQDe save ��� DilliQn in HraWF lQsses last [ear�  
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Fighting fraud while providing a frictionless, delightful customer experience requires a 
OQFern� intelliIent anF JQlistic apprQacJ�  $Wsinesses are HacinI OQWntinI cJallenIes Ţ 
HrQO first�part[ HraWF anF creFit wasJinI tQ s[ntJetic iFentit[ anF tJe IrQwinI iOpacts 
of generative AI-powered fraud. From increases in direct deposit account and check 
fraud, as well as advanced technologies like deepfakes and AI-generated phishing 
emails, consumers are increasingly at risk from sophisticated fraud schemes. It’s now 
OQre iOpQrtant tJan ever tJat DWsinesses appl[ a OWltila[ereF apprQacJ tJat can 
prevent HraWF� cQnfirO iFentit[� anF prQviFe a pQsitive cWstQOer eZperience�   

'ZperianŦs sWite QH HraWF anF iFentit[ sQlWtiQns was FesiIneF tQ FQ LWst tJat� pWrpQse�
DWilt D[ a teaO QH eZperts witJ FecaFes QH HraWF preventiQn eZperience�  

1Wr awarF�winninI sQlWtiQns IQ De[QnF traFitiQnal QrcJestratiQn witJ trWe inteIratiQn tQ 
increase QperatiQnal eHficiencies wJile sQlvinI [QWr DWsiness prQDleOs relateF tQ HraWF 
risM� iFentit[ verificatiQn� aWtJenticatiQn anF an[ QtJer part QH tJe cWstQOer liHec[cle� 
These industry-leading tools leverage deep domain expertise and advanced analytical 
capaDilities tQ interpret Fata tQ finF DaF actQrs wJile preservinI tJe cWstQOer eZperience 
HQr IQQF cWstQOers� /QreQver� we are nQt Qnl[ HQcWseF Qn sQlvinI tJe OarMet prQDleOs 
of today, we are also continuously innovating and investing in advanced technologies 
and new data sets to future-proof your fraud strategy. Experian uses adaptive, advanced 
HraWF OanaIeOent anF iFentit[ verificatiQn strateIies tJat can Jelp [QW sta[ aJeaF QH 
increasingly sophisticated fraud tactics.

H O W  E X P E R I A N  C A N  H E L P 

+
$15 BILLION

Experian helped clients save

in fraud losses globally last year.
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'Zperian is tJe wQrlFŦs leaFinI IlQDal inHQrOatiQn services 
company. We have a long legacy of providing award-winning 
fraud and identity solutions to protect companies and
their customers.  

1Wr sQlWtiQns are WseF at sQOe QH tJe wQrlFŦs larIest DanMs 
anF financial institWtiQns ţ tQ iFentiH[ pQtentiall[ HraWFWlent 
customers and transactions, and to ensure that action is taken 
in real�tiOe tQ prevent HraWFWlent pa[Oents DeinI OaFe� 

.ast [ear alQne� QWr sQlWtiQns preventeF ���$ in HraWF lQsses 
IlQDall[� AnF we wQWlF lQve tQ Jelp [QW�

Click here to learn more.
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